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This challenging 2020 year will be definitely marked as one of the hardest in recent 
history. National and international administrations are still challenged by the COVID-19 
despite the differences in political regime. Democracies faced the necessity to limit hu-
man rights in order to save lives, while authoritarian powers received a reasonable excuse 
to increase their control of private life. Rich economies discovered many gaps in their 
public health system, while low-income countries are lacking resources to provide ba-
sic treatment for increasing number of patients. Suddenly, the value of individual health 
turned out to be one of the major dimensions of political and economic life. However, the 
pandemic has accelerated many global processes, especially in digital dimension. In a 
sense, 2020 predefined the further changes in many areas of social life including politics, 
economy, public health, technology, global flows and supply chains etc. 
During the «Global Issues» course, students of Ethics. Politics. Economy program are 
facing the complexity of such global challenges, investigating their influence on global 
social development and fitting their impact on the local level. One of their final tasks is to 
analyse recent global challenges in the form of Analytical Report, paying special attention 
to social, economic and political dimensions of the global issues, proposing their own 
data-based solutions. 
Now, dear reader, you can see the first edition of the best Analytical Reports of 2020. I 
hope you will find interesting their vivid argumentation and sometimes controversial, but 
fresh proposals. I wish you enjoy reading and find motivation for personal unravelling 
the complexity of this world. As Eldridge Cleaver said once: «There is no more neutrality 
in the world. You either have to be part of the solution, or you’re going to be part of the 
problem». 

Dmytro Sherengovsky, PhD
Senior lecturer of Political Science Department
Deputy Vice-Rector for Academic and International Affairs
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                                                      Diana Zvarych

                                                             “The rise of cyber threats in 2020”

Methodology

My hypothesis is that the development of 
technologies also enables the development for 
cyber crimes and with more sophisticated tech-
nologies comes more space for cyber th reats. The 
more we adapt new technologies - the more costs 
will be encountered for cybercrimes. In my re-
port, I use a positivistic approach and data-based 
analysis to identify how much the increase of IT 
market influence the number of cybercrimes. If 
we see the correlation, this means that raising 
usage of IT technologies creates more space for 
cybercrime. If we don’t see a correlation – that 
means that there`s no correlation between these 
two parameters.

As the years go by, people tend to become 
more digitized. Today, we all are interconnect-
ed more than ever before. Since December 1990, 
when Tim Berners-Lee, a British computer sci-
entist of the European Nuclear Research Orga-
nization established the first successful link be-
tween the Hypertext Transfer Protocol and the 
server through the Internet, thus creating a WW-
W(i.e., World Wide Web), we all have access to 
global data and we actively share our own data. 
This invention has become the beginning of the 
global communication revolution, which has 
a profound impact on our lives by touching all 
its sides.1 With open access to the internet and 
its data, all internet users are split up into two 
groups: those, who create and share content or 
just use internet applications for their own pur-
poses, and the so-called cybersecurity adversaries 
or simply “hackers”, who apply their knowledge 
of network systems to break into it to commit a 
cybercrime for a challenge, revenge, stalking or 
monetary gain. As cited in the Official Annual 
Cybercrime Report, “cybercrime costs include 
damage and destruction of data, stolen money, 

1 Naim, M., 2014. The End Of Power. Basic Books, p.99.
2  The 2020 Official Annual Cybercrime Report - Herjavec Group, 2020
3  What is the Difference Between Black, White and Grey Hat Hackers?, 2020

lost productivity, theft of intellectual property, 
theft of personal and financial data, post-attack 
disruption to the normal course of business, rep-
utational harm, and more.”2 

To most people, hackers are mostly associated 
with illegal and unethical activities, which may 
be true, but not necessarily. They can be ideo-
logically motivated. Depending on their motiva-
tions, and whether or not they are breaking the 
law, there are 3 main groups of hackers: White 
Hat hackers, Grey Hat hackers and Black Hat 
hackers.3 Let’s look closely at each of them.    The 
first gro up, White hat hackers, so-called “ethical 
hackers”  are paid employees or contractors, who 
are hired by companies to find vulnerabilities in 
their security system and report about those vul-
nerabilities. Their actions are legal, because they 
have permission from the owner of the system 
to proceed with all the manipulations which may 
be required. Grey hat hackers, on the other hand, 
are neither bad nor good. Still, this type of hack-
ing is considered as illegal, because Grey hats ex-
plore vulnerabilities in a system without the sys-
tem owner’s permission. If issues are found, they 
may report them to the owner. Sometimes, they 
may request a small fee to fix the issue, but there 
may be cases when they will not, because their 
purpose is just to get something out of their dis-
coveries for themselves, such as pride of discov-
ery.The last group, Black hat hackers, is the most 
dangerous group. They have a very good knowl-
edge of computer and network infrastructure, 
thus they can often easily bypass security proto-
cols. Usually, Black hats-hackers are responsi-
ble for writing and using malware, or malicious 
software. Types of malware include computer 
viruses, trojans, spyware, ransomware, adware, 
worms, file-less malware, or hybrid attacks. Ac-
cording to The Ultimate List of Cyber Security 
Statistics, malware and web-based attacks are 
the two most costly attack types — companies 

Abstract
  

    Evolving technologies, such as Cloud services, AI and IoT, which are in great demand today, 
come hand in hand with rising cyber threats. One of the greatest issues with implementing these 
technologies is security. The risks, which are un derlined beneath these technologies must be recog-
nized and attitudes and approaches to these challenges must evolve .  The main aim of this report is 
to create a definitive source of knowledge about cyber threats in 2020 and provide a recommendation 
for governments, businesses and individuals about how to protect themselves against cybercrimes. 

https://community.norton.com/en/blogs/norton-protection-blog/importance-general-software-updates-and-patches
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spent an average of US $2.4 million in defense.4 
Recently, the number of cases of malware in-
fection attacks occurred have been constant-
ly growing: from 12,4 million times in 2009 to 
812,67 million times in 2018. 5

        ENISA Threat Landscape Report 2018
The reason black hat hacking is gaining popu-
larity is that it is easy to be hooked on that type 
of cybersecurity threat: 92% of malware is de-
livered by email and it is targeted on mobile de-
vices: the number of new malware variants for 
mobile increased by 54% in 2018, where 98% 
of mobile malware target Android devices.6The 
main goal of Black hats for spreading malware 
is to get a personal or financial gain for stealing, 
modifying or destroying data, specifically finan-
cial information, personal information and login 
credentials. 
Today, according to the Official Annual Cyber-
crime Report, it’s estimated that cybercrime 
will cost $6 trillion annually by 2021.7 Among 
them, phishing, ransomware attacks, crypto-
jacking, cyber-physical attacks, state-sponsored 
attacks and social engineering are considered 
to be among the top cybersecurity threats in 
2020.8   With the development of technologies 
and its active involvement and adaptation in 
almost every industry, we tend to rely on them 
even more than before. At the same time, with 
evolving technology comes evolving hackers 
and we`re becoming more vulnerable, because 
there’s more room for cybercrime in 2020.9  

4  The Ultimate List Of Cyber Security Statistics, 2020
5  ENISA Threat Landscape Report 2018
6  The Ultimate List Of Cyber Security Statistics for 2019, 2019
7  The 2020 Official Annual Cybercrime Report - Herjavec Group, 2020
8  Top Cybersecurity Threats in 2020, 2020
9  Some terrifying cyber crime statistics in 2018 - CAPrice, 2018
10  European Union Agency for Network and Information Security (ENISA), 2019

ENISA Threat Landscape Report 2018

From the provided ENISA Threat Landscape 
Report 2018 we see that the instruments for cy-
ber-attacks are constantly changing and trans-
forming into sophisticated systems, which can 
adapt easily to different industries.10 Сyber at-
tacks target primarily individuals, public admin-
istration, defense, social security and finance 
sectors. All of these sectors are actively improv-
ing their services by using new technologies, 
such as Cloud services, AI and IoT.  Of course, 

there are numerous advantages of implementing 
these new, cutting - edge technologies to simpli-
fy and make daily operations more efficient and 
convenient. But, obviously,  there are many pit-
falls, and we should be aware of them. Let’s look 
at a couple of examples to explore this theme. 

The Oracle and KPMG Cloud Threat Re-
port 2019 reveals that one of the biggest cy-
bersecurity challenges faced by organizations 
is and will continue to be a cloud vulnerabil-
ity.11 The reason for that is the following: en-
terprises are utilizing cloud applications and 
storing sensitive data related to their employ-
ees and business operations on the cloud.  
According to LogicMonitor’s Cloud Vision 2020: 
The Future of the Cloud Study, 83% Of Enter-
prise Workloads Will Be In The Cloud By 2020.12 

LogicMonitor’s Cloud Vision 2020: The 
Future of the Cloud Study. 

The leverage of cloud innovations is rais-
ing security concerns, leaving businesses at a 
higher risk of cyber attacks. Maintaining strong 
and consistent security systems for cloud res-
ident-workloads is considered to be one of the 
greatest challenges for both large enterprises and 
small-medium size companies. As well as Cloud 
services, Artificial Intelligence(AI) and Machine 
Learning(ML) changes almost every industry 
and the economy as the whole because of their 
impact on business efficiency. Owing to

11  ORACLE AND KPMG CLOUD THREAT REPORT 2019, 2020
12  LogicMonitor, 2020

13  Artificial Intelligence - Atos, 2020

Oracle and KPMG Cloud Threat Report 2019 

 its ability to create a significant impact on 
financial and public services, manufacturing, 
security, supply chain management, and oth-
er fields, AI is finding its way into the business 
mainstream.13 

With the enhancement of AI-enabled tech-
nologies, new cyber threats have already arisen. 
Cybersecurity incidents expected to rise by near-

https://www.oracle.com/cloud/cloud-threat-report/
https://www.oracle.com/cloud/cloud-threat-report/
https://www.logicmonitor.com/resource/the-future-of-the-cloud-a-cloud-influencers-survey/?utm_medium=pr&utm_source=businesswire&utm_campaign=cloudsurvey
https://www.logicmonitor.com/resource/the-future-of-the-cloud-a-cloud-influencers-survey/?utm_medium=pr&utm_source=businesswire&utm_campaign=cloudsurvey
https://www.logicmonitor.com/resource/the-future-of-the-cloud-a-cloud-influencers-survey/?utm_medium=pr&utm_source=businesswire&utm_campaign=cloudsurvey
https://www.logicmonitor.com/resource/the-future-of-the-cloud-a-cloud-influencers-survey/?utm_medium=pr&utm_source=businesswire&utm_campaign=cloudsurvey
https://www.oracle.com/cloud/cloud-threat-report/


98

ly 70% and cost $5 trillion annually by 2024. AI 

fuzzing, ML Poisoning and Deepfake are amongst 
the most used. In fact, Deepfakes, which are vid-
eos altered to show speakers saying inflammatory 
things by using real videos out of context, enable 
the creation of propaganda and it would have the 

far-reach-
ing effect 
on the 
2020 elec-
tions in 
the USA. 
Deepfakes 
can affect 
the repu-
tations of 
politicians 
and have 
a huge 
impact on 

voter sentiment.  According to the Pew Research 
Center survey, nearly two-thirds of Americans 
(63%) say made-up or altered videos and images 
create a great deal of confusion about the facts 
of current issues and events, with another 27% 
saying they create some confusion.14 “If there 
are a multitude of deepfakes over the course of 
an election campaign, voters could grow cyni-
cal about the ability to tell truth from falsehood. 
Cynicism could lead to apathy, low voter turnout, 
and disillusionment with the entire political sys-
tem,” said Paul Barrett, an adjunct professor of 
law at New York University to explain the way in 

14  Pew Research Center survey, 2020
15  Shao, 2019
16  IoT Devices Market: Facts & Stats - Discoperi, 2018

17  Cost of US IoT cybersecurity plan over $35 million, 2019

which deepfakes can easily disrupt the elections 
in his interview with CNBC.15 In this way, AI-en-
abled cyber threats will have an impact not only 
on our public sector, but will inevitably touch 
each American, who will come(or not come) to 
vote on the following elections.

The last type of cyber threat, which seems on 
the increase, relates to the Internet of Things. 
According to the Statista survey, the number of 
devices connected to the IoT is expected to reach 
75 billion by 2025 and spending on it increased 
in comparison with 2015.16  The integration of 
a wide-range of devices may or may not be se-
cure, and to respond to this kind of risk the US 
Congressional Budget Office (CBO) has estimat-
ed that implementing the IoT Cybersecurity Im-
provement Act of 2019 will cost US $35 million 
over the 2019-2024 period, plus an additional 
US $11 million in 2020 to develop the IoT guide-
lines 

Spending on IoT worldwide in 2015 and 
2020(in billion U.S. dollars), BC
and standards mandated in the legislation17. All 
in all, cyberattacks targeted at IoT devices could 
cost the U.S. economy a staggering $8.8 billion 

per year.18

According to the Eclipse IoT Develop-
er Survey, security issues are the ma-
jor concern with regards to IoT adoption.19  
The reason for this is once devices are connected 
to the Internet, they become vulnerable to pos-
sible security breaches in the form of hacking, 
phishing, etc.20 Among the IoT security and pri-
vacy issues, there are serious problems, which 
need to be addressed:

1. Too much data, which IoT devices can 
generate, leaves sensitive information 

vulnerable to hackers’ attacks.

2. In-time data tracking can gather informa-
tion from you about your driving habits, 
which is good for application usability, 
but you can’t hide this data from, let’s say, 
an insurance company, which may utilize 
this data when calculating your insurance 
rate.

3. Hackers could actually use a connected 
device to virtually invade a person’s home.

Recommendations

   The rise of technologies, such as Cloud ser-
vices, AI, and IoT will pose continuing challeng-
es for cybersecurity on governmental, business 
and individual levels. As far as security issues 

18  Internet Of Things: Counting The Cost Of Cyberattacks, 2019
19  The security and privacy issues that come with the Internet of Things, 2020
20  IoT: number of connected devices worldwide 2012-2025 | Statista, 2016
21  Cyber threats to Watch out for in 2020, 2020
22  European Union Agency for Network and Information Security (ENISA), 2012

are considered as one of the major issues for im-
plementing these new technologies, cybercrime 
continues to increase as its costs  continue to 
grow; cybercriminals create new approaches to 
compromise networks and steal credentials, data 
and cash.21

To protect ourselves from different types of 
cybercrimes, we should create 3 different types 
of strategies of protection: government, busi-
ness and personal strategy.Starting from 2001, 
when the USA published the National Strategy 
to Secure Cyberspace in response to the terrorist 
attacks on September 11th, different European 
countries, such as UK, Germany, Sweden, Esto-
nia, France and many others, started to develop 
their own strategies to protect their information 
infrastructure. 

According to The European Union Agency for 
Cybersecurity (ENISA), the main pillars of good 
cybersecurity are the following:22

● To develop a governance framework for 
cybersecurity.  

● To create a mechanism that allows all rel-
evant public and private stakeholders to 
discuss and agree on different policy and 
regulatory cybersecurity issues.  

● To define a policy and regulatory mea-
sures and clearly defined roles, responsi-
bilities and rights of the private and pub-
lic sector 

● To identify critical information infrastruc-
tures (CIIs) including key assets, services 
and interdependencies. 

● To define a national risk management 
strategy to mitigate risks for cyber threats

● To develop awareness-raising campaigns 
that change the behavior of users and also 
training programs that allow the improve-
ment of skills of users.

https://www.journalism.org/2019/06/05/3-americans-think-made-up-news-and-videos-create-more-confusion-than-other-types-of-misinformation/
https://www.journalism.org/2019/06/05/3-americans-think-made-up-news-and-videos-create-more-confusion-than-other-types-of-misinformation/
https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/
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● Comprehensive research and develop-
ment programs that focus on emerging 
security and resilience issues of current as 
well as future systems and services (e.g. 
smart devices). 

Even though each country has its own 
particular strategy, both EU and non-EU Member 
States require an international co-operation to 
build better strategies and stronger remedies.
The cost of creating a cybersecurity strategy 
and implementing it may vary from country 
to country and it is dependent on the specific 
measures, which each government is planning to 
implement. For example, the Government of the 
UK invested £860m for National Cyber Security 
Strategy issued in 2011, and is proud of what 
has been achieved. In 2016, the UK Government 
invested a total of £1.9 billion for the following 
five years to transform significantly the UK’s 
cyber security.  On the other hand, in May 2008, 
the Australian Government committed $125.8 
million over four years to a comprehensive range 
of cyber safety measures, which is much smaller 
amount of money in comparison to the UK.  Each 
state decides for themselves according to their 
financial capabilities and needs.

In business, it is extremely important to 
protect the company by including cybersecurity 
protection measures to the business plan. 
According to the 2019 Cost of a Data Breach 
Report conducted by IBM, the average cost of a 
data breach is $3.92 million and almost 30% of all 
organizations will experience at least one breach 
over the next 24 months.  In fact, according to 
Verizon’s “2019 Data Breach Investigations 
Report”, 43% of cyberattack victims are 
small businesses.  In order for businesses to 
protect themselves, they should implement 
cybersecurity strategies by determining the 
company’s information security vulnerabilities, 
using secure file transfer protocols, provide 
employee cybersecurity training and purchasing 
cyber insurance, if the company can afford it. Big 
enterprises can also consider the opportunity 
to hire White hats hackers to try to find the 
vulnerabilities in their system to prevent data 
breaches, as Turkcell and Vodafone did in 
response to the huge cyber-attack by RedHack 
in 2014.  Costs of implementing cybersecurity 
strategy depend upon the company budget and 
priority level of it.

On the individual level, recommendations to 
strengthen your cybersecurity are the following:

● Use a full-service internet security suite.

● Use strong passwords.к

● Lock and encrypt your personal files and 
data.

● Keep your software updated.

● Implement 2-factor authentication (2FA) 
for all sites that offer it.

On the individual level, as well as on corporate 
and government levels, no one can ever be 
protected from cyber threats at all times because 
we see that the cyber industry is evolving with 
time. But it would be important for individuals to 
know the risks, which they may take in the case 
of being inattentive with their private data on 
their personal devices.  It costs almost nothing to 
try to protect ourselves on an individual level to 
make our security level higher than it was before.
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                                                          “Social media as a dangerous “
                                                      source  of fake news
                                                         and manip ulation”

 

This analytical report discusses why we 
should not underestimate this issue with the 
example of one of the most influential sources 
of informational distribution is social media. 
It appears that this growing problem affects 
Ukraine tremendously, and it should not be 
underestimated. It can harm the feelings, 
relations, and mindsets of many people. 
Disinformation and fake news  campaigns create 
instability and chaos in our society. This report 
shows that the political arena faces the most 
difficulties, so the solutions were provided for the 
government to influence the situation. Problem 
identification 

Problem identification

1The problem of fake news and manipulation 

of information is not new. People tended to 
spread false information and distort the real 
one in the past as well. However, only now 
this issue became global, mostly thanks to the 
rapid spread of informational technologies, 
including social media. `Our World In Data` 
analysis shows tremendous growth in the 

1  Ortiz-Ospina, Esteban. “The Rise of Social Media.” Our World in Data, 18 Sept. 2019, https://ourworldindata.org/
rise-of-social-media 
2  Information, ideas, opinions, or images, often only giving one part of an argument, that are broadcast, published, or 
in some other way spread with the intention of influencing people’s opinions.
3  Kucenko, Valeria. “Втікаючий Порошенко Потрапив На Меми: Що Не Так На Фото.” Uaportal.Com, www.
uaportal.com/ukr/news/vtikayuchij-poroshenko-potrapiv-na-memi-scho-ne-tak-na-foto.htm 

use of social media in the last fifteen years.  
Social media are just tools used by individuals, 
organizations, and even nations in their struggles 
for power and influence. People want to know 
what is happening in their communities and 
often rely on social media for that news. But 
the trust in their preferred news sources can 
be betrayed. Fake news and data manipulation 
are destroying communication bridges. With 
the increase of cyber propaganda2, people are 
becoming more alienated from outside world. 
Cyber propaganda can influence not only public 
opinion but also the appearance of social divisions 
and violence. Society should react to this issue, 
filter informational garbage, and try to make 
people critically analyze what they are reading.  
There are three main targets where fake news 
and manipulations in social media are most 
common: politics, economics, and social life. 3

Politics is a popular target of misinformation 
and manipulation because it is an eternal 

Abstract

Today people barely keep up with the information they face every day. It overfills the world 
and leaves people little time to rationally and critically analyze the knowledge they acquired. This 
phenomenon creates many avenues for manipulation and wide distribution of fake news. In this 
overview, I explain this issue through three spheres which face the most difficulties because of that 
phenomenon: a political sphere, a social sphere, and an economic sphere. Various expert articles, 
analyses, and researches were the primary tools used to gather both quantitative and qualitative 
data.

https://ourworldindata.org/rise-of-social-media
https://ourworldindata.org/rise-of-social-media
http://www.uaportal.com/ukr/news/vtikayuchij-poroshenko-potrapiv-na-memi-scho-ne-tak-na-foto.htm
http://www.uaportal.com/ukr/news/vtikayuchij-poroshenko-potrapiv-na-memi-scho-ne-tak-na-foto.htm
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battlefield for power and influence. Therefore, 
it might legitimately be assumed, most of the 
politicians were, are, and will be targeted. The 
purposes of this targeting are varied. Common 
targets are politicians who are active in elections 
of various types. But cyber propaganda in 
social media is active not just during elections, 
but in everyday politics as well. It appears in 
the form of exaggeration of truth, distortion of 
facts, manipulation with the context of specific 
allegations and statements, and complete lies. 
Certain people spend a tremendous amount 
of money to create many bots4 and trolls5, 
which are writing thousands of comments for 
and against targeted politicians and parties. 
They also tend to instigate protests and rallies 
or to establish and populate a group or a page 
(«Реальний Грищ», «АнтиПор», «Не вірЮ» 
etc.) for long term usage where they lobby their 
political views in forms of jokes and satire.   
There are not many direct examples of fake 
news or manipulation, which lead to drastic 
economic changes and challenges for specific 
governments, organizations, or companies 
because the business world is full of backup 
plans and usually reacts sharply. However, 
sometimes merely people’s ignorance leads to 
severe consequences. The most recent example 
is a fear of 5G cellular service which is described 
by fact-checking experts from Reuters as 
“dangerous nonsense”. This seemingly innocent 
conspiracy theory appeared and evolved in social 
media. People not only set fire to several antenna 
towers to “protect” themselves from unhealthy 
radiation, and various swindlers scam them. The 
latter sell them expensive fake protective shields, 
clothes, and other accessories. This situation is 
a sad example of how both governments and 
people can lose money because of the absence of 
understanding and skeptical analysis.  The social 
dimension is the most common. For every part of 
people’s lives, it is possible to find fake news and 
information or data manipulation. People who 
create and share those false stories may mean no 
harm, but it may not matter. For many people, 
social media is the only source of news and 
information, so it is not hard for them to get lost in 
the informational ocean. The most popular topic 
today that is greatly manipulated is the Covid-19 
Coronavirus. This manipulation of information 
can be perilous because the consequences can 

a computer program that works automatically, especially one that searches for and finds information on the internet
someone who leaves an intentionally annoying or offensive message on the internet, in order to upset someone or to 
get attention or cause trouble

be life-threatening and chaotic. In Ukraine, this 
dimension is particularly problematic, more 
so than the other dimensions because of the 
much bigger coverage of involved people. The 
possibility of rapidly changing attack on people’s 
accurate knowledge is low as well. 

Methodology

  Hypothesis: Cyber propaganda in Ukraine 
(fake news, manipulation, disinformation) is a 
threat, that only increases and strengthens its 
influence in all three mentioned dimensions. 
Even now, this issue already has an impact on 
the political, economic, and social spheres in 
Ukraine.  

In this analysis, I use various quantitative data 
from external resources to provide international 
statistics on the issue. To present the situation 
in Ukraine, I mostly use both quantitative data 
from Stopfake and VoxUkraine researches to 
prove that the problem exists, and it is actual. 
Then, I focus on providing qualitative data by 
defining bots and trolls and their roles in the 
recent Ukrainian presidential elections. Also, 
I mention Hromadske’s investigation to show 
how does troll farms work. By analyzing the 
non-political threat, I point at the issue from 
the other perspective and explain the cause 
of informational chaos around Coronavirus 
Covid-19. The recommendations were made 
according to this analysis and expert opinions 
from the resources used.

Data Analysis

Kantar, one of the world’s top leading data, 
insights, and consulting companies, researched 

trust in different sources of information by 
questioning around 8000 individuals from 
various countries. The study showed that among 
all origins, social media are the least trusted 
of all.  Only approximately 28.9% of surveyed 
people agreed that they trust and believe in the 
information provided by them.

  6At first, it may look like a weak threat that 
cannot be considered global. However, we should 
take into account the quantity, not the percentage. 
According to the Datareportal survey, there are 
now 3.81 billion social media users around the 
world, representing 49% of the world’s total 
population. As a result, around 1.1 billion people 
(28.9%) trust the information they see on social 
media. It is highly important to provide help in 
distinguishing fake news and manipulation from 
reality.   In Ukraine, two well-known sources are 
continually working on fakes and disinformation 
revelation: Stopfake and VoxUkraine.  
In 2018 Stopfake released an analytical report 
that provides the data of their work during the 
2014-2017 period. According to this report, 
they were able to find and analyze the content 
of 919 various fake news and manipulations in 
the Ukrainian media ecosystem. Only 19.1% 
of this disinformation had a Ukrainian media 
as a primary source. Those news` purpose was 
to discredit government and military, justify 
Russia’s actions, instigate protests, question 
Ukrainian sovereignty, and prove economic 

6  Cooke, Kirsty. “Kantar - ‘Fake News’ Reinforces Trust in Mainstream News Brands.” Uk.Kantar.Com, 31 Oct. 2017, 
https://www.kantar.com/inspiration/advertising-media/fake-news-reinforces-trust-in-mainstream-news-brands
7  “Fakes, destroyed by StopFake in 2014-2017: Narratives and sources.” StopFake, 20 Sept. 2018, https://www.
stopfake.org/uk/fejky-sprostovani-proektom-stopfake-v-2014-2017-rokah-narratyvy-ta-dzherela/

collapse. Top 5 most popular frames were 
Ukrainian army (121 topics); Ukraine – fascist 
state (82 topics); Annexation of Crimea (69 
topics); Degradation of Ukrainian politics (69 
topics); The war in Ukraine is led by the USA and 
NATO (66 topics). Another survey that was led 
by Internews and USAID showed that despite the 
low trust in Russian media, one of the primary 
sources of cyber propaganda, Ukrainians` 
ability to identify 7fake news and manipulation is 
usually poor. According to the research, among 
the people who stated that they could distinguish 
a fake (65%), only 11% did that in practice.

It is not strange that people are often 
trapped by fake news and manipulations 
because they tend to look for information 
that suits their feelings and bellefs.  
“Quality journalism will always lose this fight 
because it appeals to facts and arguments, and 
fake news appeals to feelings and emotions which 
are much closer to human nature,” said Eugene 
Fedorchenko, co-founder of Stopfake. The most 
recent event that was under massive attack of 
fakes, manipulation, and disinformation was 
the Ukrainian presidential elections of 2019. 
In August of 2019, right after the elections, 
VoxUkraine and Artellence revealed an article 
where they provided analysis of bot activity on 
Facebook during the elections. The bots’ main 
targets were politicians` personal pages and pages 
of their political parties. The quantity of the bots 
and their comments was significant. Under some 
publications, more than half of the comments 
(a few thousand) were bot-produced. There are 
three types of bots distinguished in research: 
fan bots, hater bots, and actualization bots.  
Fan bots. Among all politicians, only Yulia 
Tymoshenko had more positive bot comments 
than negative ones (11 246 out of 24 264 – 46%). 
Meanwhile, Volodymyr Zelenskyi had only 24% of 
positive bot comments (108 039 out of 451 895). 
Hater bots. These bots dominated on bot-
comment arena everywhere. Their goal was 
to create bad images and spread hate. “Most 
hated” politicians became Volodymyr Groisman 
(27 800 out of 31 926 – 87%) and Svyatoslav 
Vakarchuk (29 039 out of 34 040 – 85%). 
Actualization bots. Those bots were neutral. Their 
goal was to increase the appearance of the name 
of a particular politician. The largest number of 

https://www.kantar.com/inspiration/advertising-media/fake-news-reinforces-trust-in-mainstream-news-brands
https://www.stopfake.org/uk/fejky-sprostovani-proektom-stopfake-v-2014-2017-rokah-narratyvy-ta-dzherela/
https://www.stopfake.org/uk/fejky-sprostovani-proektom-stopfake-v-2014-2017-rokah-narratyvy-ta-dzherela/
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actualization comments appeared on the pages 
of Volodymyr Zelenskyi (128 365 comments) 
and Petro Poroshenko (97 171 comments). 
Those comments were not a few words with 
simple meanings, but broad and well-formulated. 
It was hard to distinguish a bot’s comment from 
an comment of an ordinary fan or hater without 
an in-depth analysis of the persona. From the 
look at the quantity and quality of those bot-
comments, it is reasonable to assume that 
their influence was powerful. Another original 
research was done by a journalist Vasyl Bidun, 
who went undercover to work for troll-farm in 
Kyiv. To get a job there was easy – he found it 
on the Internet. His tasks were to write 200-
300 comments per day for or against different 
politicians or political forces. Vasyl was offered 
9,000 hryvnias ($360) for such work. He was 
working there for 1.5 months. He had seven fake 
accounts that were created by stealing images 
from real people’s accounts from Vkontakte and 
making up some personal data. In one month 
of Vasyl working undercover, his group wrote 
about 40,000 comments in the interests of 
various politicians. The estimated price of their 
job is 600,000 hryvnias ($24,000).   VoxUkraine 
experts conducted research to look for trolls. 
After analyzing around 12 million comments, 
they found that a troll wrote every third. Those 

numbers again look unbelievable and terrifying. 
Comparing this research and social media 

8  Bikus, Zach. “World-Low 9% of Ukrainians Confident in Government.” Gallup.Com, 21 Mar. 2019, https://news.
gallup.com/poll/247976/world-low-ukrainians-confident-government.aspx

users’ data, we can state that every troll or bot 
comment matches a person who will trust it. All 
the fake news and manipulation forces joined 
together and usually targeted only one topic – 
Coronavirus. The amount of advice on how to 
cure or avoid coronavirus is immense. StopFake 
and VoxUkraine are working hard to get rid of 
the false reports. Solely in April, VoxUkraine 
released 20 articles, and only 3 of them were 
not about coronavirus disinformation. Among 
81 April articles of Stopfake, just a few were not 
about coronavirus as well. Both companies claim 
that the source of those fakes is social media.  
The difference between cyber propaganda in 
politics and society is visible. The disinformation 
is more believable in the case of coronavirus 
because: 1) people do not think that somebody 
will pay for this type of fake, 2) the fakes usually 
are international, 3) many more users involved 
in spreading propaganda.8

The problem of fake news and manipulation 
in the social dimension is because there is 
another side of the coin. Usually, researchers 
are concerned that people are too trustful and 
believe in more than they should. However, 
in the case of coronavirus, people do entirely 
opposite – they question more information than 
they should. According to Gallup’s research on 
trust in Ukraine, only 9% percent of people trust 
the government. The rest think it is corrupted 
and not trustworthy. Therefore, people question 
not only fake news but also official news from 
the government as well. Further, the church has 
more influence and trust, so there are dozens of 
cases when people disobey the law and go to the 
churches and, in this way, endanger their lives. 
Without confidence in government situations 
like this, one can become uncontrollable. 
The Russian orthodox church openly violates 
Ukrainian laws and instigate disobeying and 
gatherings. According to their official website, 
they encourage people to come to the churches 
in Ukraine but cooperate with the government 
and close the churches in Russia. This is an 
excellent example of purposely creating chaos 
and danger by false information about the threat 
of the disease.

Recommendations

  Although the problem of fake news and 
manipulation in social media is profound, vast, 
and complicated, some steps can be taken to 
reduce the impact of disinformation on our lives.

- To raise awareness about the problem. 
One of the first steps in fighting cyber propaganda 
is to let people know that such a threat exists. 
It can be done by supporting and cooperating 
with independent media. The government 
can promote researches on the impact of 
disinformation and companies such as Stopfake 
and VoxUkraine that are directly fighting with 
the issue. 

- To develop transparency of online news 
and publications. The government can cooperate 
directly with social media to require specific 
information about the news and facts from public 
and private accounts. Facebook and Twitter are 
already collaborating with some governments, 
so this step is not complicated; it only requires 
time and attention. During the elections, this 
cooperation should be especially welcome. Still, 
it needs a particular independent institution 
to take care of or special measures to avoid the 
possibility of some sort of privilege for those in 
power during the elections.  

- To fund researches and analytics. I noticed 
that there is a large amount of data about the US 
or Europe, but almost nothing about Ukraine. 
Even in international statistics, there were small 
African countries, but not Ukraine. If we want 
to fight the problem, we should have something 
that points to this problem and shows its weak 
and strong sides of it. 

- To provide proper education in media 
literacy. The impact of social media and 
information technologies on society certainly 
will not reduce, so the government should adopt 
school programs to harsh media realities. Soon, 
the ability to identify cyber propaganda can be 
not less important than reading itself.

- To raise trust in government. This is 
as obvious as hard it is to achieve. To win over 
people’s trust, the government has to start 
cooperating with civil society: create different 
social projects, support certain social movements, 
or develop specific initiatives into successful 
setups. This move can show people that the 
government is working along with its people to 
make the country and the society better.
Many future challenges are connected to this 
issue, but for now, these five measures should 

be the most important for the government. Not 
only should the government work hard to solve 
this problem. Everyone can give it a boost just 
by spending a minute or two to check the truth 
or trustworthiness of the information he is about 
to spread.
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Problem identification

Seventy-five years ago, countries met in the 
General Assembly to perform the task of estab-
lishing a postwar order that would secure peace, 
human rights, and global prosperity. The cre-
ation of a new international structure, which 
aims to deal with the problems of humanity, was 
a response to numerous threats humanity faced 
in the first half of the XX century – World War 
I, World War II, The Great Depression, Fascism 
escalation.
Today, the United Nations (UN) faces new kinds 
of threats to its peace and stability that demand 
new ways of thinking and acting. First global 
project was exposed under a significant critique. 
It has been accused in numbing bureaucracy, in-
stitutional cover-ups of corruption, and the un-
democratic politics of its security council. The 
United Nations has failed to prevent wars, bring 
into reality signed treaties, and fulfill peacekeep-
ing duties many times throughout its history. 
Moreover, by 2015 it has spent more than half 
a trillion dollars and globally considered to not 
to meet its expectations.1 The restructure and re-
thinking of the United Nations is urgent because 
the upcoming Global Crisis after COVID-19 will 
exaggerate already stagnating efficiency in deal-
ing with unresolved conflicts and accomplishing 
the 17 sustainable development goals (SDGs). 
The most devastating consequences for the UN 
credibility are caused by failed peacekeeping 
missions triggered by ineffective governance of 
the United Nations Security Council. According 
to the Pew Poll, every time the United Nations 
launches an unsuccessful peacekeeping opera-
tion or fails to launch any at all due to the veto 
power of UNSC permanent members, pools are 

1  Dag Hammarskjöld, �70 years and half a trillion dollars later: what has the UN achieved?� The Guardian, last 
modified September 9, 2015, https://www.theguardian.com/world/2015/sep/07/what-has-the-un-achieved-united-
nations.

showing a significant decline in the UN reputa-
tion. As a result, these missions, created to avoid 
big humanitarian catastrophes, cause them.

Methodology 

    The hypothesis is based on the assumption 
that the UNSC faces an immediate crisis of legiti-
macy, credibility, relevance, and should be refor-
matted. In the analytical report of the United 
Nations Security Council issues, there were qual-
itative and quantitative approaches involved. 
Qualitative methods in form of case study will be 
used to identify interest groups, whereas quan-
titative will be used to calculate their effective-
ness in terms of solved disputes and budget for 
peacekeeping operations in order to analyze the 
effectiveness of the Security Council, identify key 
issues, form recommendations and their risks. 
This mixed method allows for a combination 
of numerical measurement and in-depth cases 
exploration. This paper includes the analysis of 
the United Nations Security Council (UNSC) is-
sues and possibilities based on the international 
relation theory of liberalism. As the collapse of 
the Soviet Union marked the transition point of 
peacekeeping operations, the study period was 
narrowed to mostly after Cold War peacekeeping 
operations and the reform of the Security Coun-
cil. The analytical paper uses an interdisciplinary 
approach to the research – political, economic 
and psychological dimensions are involved.
The biggest challenge in investigating the UNSC 
reformation strategy is that it is complicated to 
implement the proposed reforms due to the in-
ternational interests of disproportionally pow-
erful states involved. Even though liberalism, 
which implies the cooperation between states, 
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The United Nations faces many challenges to its effectiveness and is undertaking a variety of 
reforms in response. The success or failure of these reforms will have significant implications for 
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has become more rooted in international coop-
eration through the establishment of the United 
Nations, realism, which is based on the self-cen-
tric will of states to increase their own power, re-
mains a useful political strategy for its members. 
Therefore, it can possibly create barriers to rele-
vancy of the report’s recommendations.

Data Analysis 

 Peacekeeping by the United Nations is a role 
held by the Department of Peace Operations as 
“a unique and dynamic instrument developed 
by the organization as a way to help countries 
torn by conflict to create the conditions for last-
ing peace.”2 It is regulated by Chapter VII of 
the Charter of the United Nations3 and gives 
the United Nations Security Council the pow-
er and responsibility to take collective action to 
maintain international peace and security. The 
15-member Security Council can impose sanc-
tions, as it has done against North Korea over its 
nuclear arsenal and missiles, and authorize mili-
tary intervention, as it did against Libya in 2011.4

The UN has deployed more than 70 peacekeeping 
operations since its founding. Still, the Security 
Council was widely perceived to be a much less 
effective body due to its failures in missions after 
the Cold War. The missions were considered to 
be failed if there are no substantial changes over 
the long period of time, or the impact of the UN 
peacekeeping force was negative, or the mission 
was vetoed by permanent members. The most 
significant factor that has contributed to the 
number of UN failures are missions that are in 
the period of stagnation of decision-making over 
a long period like in case of the Israeli-Palestin-
ian conflict. For instance, India and Pakistan are 
in dispute over the legal status of Kashmir with 
the Security Council mediation, which threat-
ens the security of the entire region since 1947. 
In the Democratic Republic of the Congo (DRC) 
wars, the DRC remains an extremely fragile re-
gion, even with the UN forces’ constant presence 
in the region since 1960. Additionally, there is 

2  “United Nations Peacekeeping,” United Nations Peacekeeping, accessed June 15, 2020, https://peacekeeping.
un.org/en.
3  “Chapter VII,” United Nations, accessed June 15, 2020, https://www.un.org/en/sections/un-charter/chapter-vii/
index.html.
4  Somini Sengupta, “What Is the United Nations? Its History, Its Goals and Its Relevance,” The New York Times, last 
modified September 24, 2019, https://www.nytimes.com/2019/09/24/world/americas/what-is-the-united-nations.
html.
5  “United Nations Issues: U.S. Funding of U.N. Peacekeeping,” Congressional Research Service, last modified March 
23, 2020, https://fas.org/sgp/crs/row/IF10597.pdf.
6  “The Veto: UN Security Council Working Methods: Security Council Report,” UN Security Council, last modified 
July 30, 2019, www.securitycouncilreport.org.

a significant number of failed UNSC leadership 
cases like the Iraq invasion, the Syrian civil war, 
the Somali civil war, or the Rwandan Civil war. 
The Security Council also passed no resolutions 
on most major Cold War conflicts, including the 
Vietnam War and the Soviet-Afghan War. Even 
accounting for inflation, annual UN expenditure 
is 40 times higher than it was in the early 1950s, 
and the total approved budget for the 2019-2020 
peacekeeping year is $6.51 billion.5 The rising 
costs and declining efficiency of peacekeeping 
operations result in the questionable relevance 
of the Security Council and the United Nations 
as a whole. Security Council has four signifi-
cant problems: inequality, exclusiveness, rotat-
ing seats, and representation.  First, inequality 
results from the veto power of five permanent 
members (Britain, China, France, Russia, and 
the United States) that undermine the ability of 
the Security Council to maintain international 
peace and fuels interest-based decisions. As of 
30 July 2019, Russia/USSR has used its veto 
141 times, United States 83 times, UK 32 times, 
France 18 times, and China 14 times.6

There is also no clarity or consensus on who 
will become the next permanent member. These 
debates have created two major interest groups 
- G4 and “Uniting for Consensus.” According 
to the Council of Foreign Relations, since 1992, 
Japan and Germany had become top-four larg-
est financial contributors to the United Nations 
together with the United States and China. It 
demonstrates the emergence of a new power that 
has attained reasonable levels of global econom-
ic and political influence to become a permanent 
member. In addition to this, Brazil is the fifth 
largest country in terms of territory, whereas In-
dia is the second-largest country in terms of pop-
ulation. It makes them the most powerful coun-
tries within their regional groups and key players 
within their regions that have a reasonable de-
mand for a permanent seat, so they formed an 
interest group known as the G4. Alternatively, 
their regional rivals (Italy, Pakistan, Mexico, and 
Egypt) created the opposition, known as “Unit-

ing for Consensus” that desire the expansion of 
the non-permanent category of seats with mem-
bers to be elected on a regional basis.7

Second, the exclusiveness is caused by limiting 
the Council’s membership to a small portion of 
the total UN membership, which is expressively 
visible in the underrepresented regions, such as 
the Middle East or the Small Island Developing 
States, and the African continent, which is the 
70% focus of the Council’s work.8 Even though 
UN membership has risen from 51 to 193 coun-
tries, the number of seats on the Security Council 
has only been increased from 11 to 15, since 1965. 
It results in a lack of perspectives from the global 
South in the decision-making process.
Third, the system of ten rotating seats for two-
year appointments, results in unpredictability 
and randomness because of Security Council’s 
interest-based decision-making and non-sys-
tematic rotation. For example, before the Rwan-
dan genocide, the government of Rwanda used 
its seat in the Council to spread misinformation 
that was supported by two other non-permanent 
members: Djibouti and Oman. The manner of 
elections is far from guaranteeing that the ten 
elected members will be among those from their 
regions, which may make the most effective con-
tribution to the work of the Council.9

Fourth, the system of single countries repre-
senting their respective regions does not work 
because there is a number of diverse regions with 
intrastate conflicts that could not be represent-
ed by one country like in the case of the African 
region. Moreover, it creates unreasonable com-
petitiveness resulting in the record 154 rounds 
of voting between Cuba and Colombia and their 
mutual withdrawal in favor of Mexico as a com-
promise candidate.10 Therefore, the hypothesis is 
verified, and the UNSC should be reformatted. 
However, the challenge of the Security Council 

7  “UN Security Council”, INSIGHTSIAS, last modified June 27, 2019, https://www.insightsonindia.com/2019/06/27/
un-security-council-3/.
8  “Security Council Must Expand, Adapt to Current Realities or Risk Losing Legitimacy, Delegates Tell General 
Assembly amid Proposals for Reform,” United Nations, last modified November 25, 2019, https://www.un.org/press/
en/2019/ga12217.doc.htm.
9 Ian Martin, “In Hindsight: What’s wrong with the Security Council?” Security Council Report, last modified March 
29, 2018, https://www.securitycouncilreport.org/monthly-forecast/2018-04/in_hindsight_whats_wrong_with_the_
security_council.php.
10  “Special Research Report No. 4. Security Council Elections September 2011,” Security Council Report, archived 
from the original on 8 June 2012, retrieved 8 June 2012.
11  “Updated Security Council Must Reflect Changing Global Reality, Member States Say, as General Assembly 
Debates Ways to Advance Progress on Reform | Meetings Coverage and Press Releases,” United Nations, last modified 
November 7, 2016, https://www.un.org/press/en/2016/ga11854.doc.htm.
12  John E. Trent, Modernizing the United Nations System: Civil Society’s Role in Moving from International Relations 
to Global Governance (Farmington Hills: Verlag Barbara Budrich, 2007), 132.
13  “Reform of the UN Security Council,” Ministry of Foreign Affairs of Romania, last modified February, 2016, 
https://www.mae.ro/en/node/16885.

reform implies the necessity of the approval of at 
least two-thirds of UN member states in a vote in 
the General Assembly, ratification by two-thirds 
of the Member States, and an agreement of per-
manent members of the UNSC. This three-layer 
decision-making creates difficulties in imple-
menting any changes in the Security Council. 
The last change in the Security Council was 
performed in 1965 (an increase in the non-per-
manent membership from six to ten members), 
which represents a slow pace of changes.11

Recommendations 

  The reform of the Security Council is es-
sential to increase its declining legitimacy and 
address structural issues. It may be necessary 
to expand the Security Council by adding coun-
tries in a position to increase the non-permanent 
membership by an appropriate number. Accord-
ing to the Vice Chair of the Academic Council on 
the United Nations System, Andy W. Knight, the 
aim of expansion should be to achieve the fol-
lowing goals: improve the rate of participation 
from poorly represented categories; improve 
the geographical representation; improve its 
democratic character by limiting the use of the 
veto to the Chapter VII actions and ensuring the 
Council represents a clear majority of the worlds’ 
population; maintain its efficiency by limiting 
its growth; improve transparency by consulting 
with non-members on actions concerning them, 
and greater involvement of rotating members.12

The main controversy is related to the total num-
ber of seats of a reformed Council and their dis-
tribution on categories (permanent and non-per-
manent members)13. It also contains five topics 
open to discussion including these components: 
categories of members, the right to veto, the level 
of extension, working methods, and their relation 

https://www.un.org/press/en/2016/ga11854.doc.htm
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to the General Assembly. There key scenarios of 
how the Security Council could be expanded are 
listed above.

Solution by Prof. Joseph Schwartzberg “The 
system of weighted voting”
The permanent seats along with their atten-
dant veto should be abolished and be replaced 
with objective eligibility criteria for a weighted 
vote (WV) formula based on population, contri-
butions to the UN budget and unit share of UN 
membership.14 Countries with a WV of more than 
4% would be entitled to a seat on the Council. At 
present, it would include Japan and India. Other 
countries would be encouraged to caucus within 
regional groupings to nominate members on the 
Council. Total number of seats: 18.
Solution by Kofi Annan “The compromise”
Security Council should be expanded to 24 
members that will be divided into three groups: 
the existing P5 with veto power; 7-8 potential 
semi-permanent members elected on a regional 
basis for a renewable term of 4-5 years (e.g. Bra-
zil, Germany, India, Japan, South Africa); rotat-
ing members elected for non-renewable two year 
term.15 

Solution by Reimagining “Moderate Expan-
sion”
The membership should be expanded from 15 to 
23 or 25, with permanent members expanded to 
seven or nine, and two rotating members (each 
serving a three-year term) drawn from each of 
eight suggested regions. Limitations should be 
placed on the frequency of using the veto pow-
er and great powers should retain permanent 
membership with the obligation for its review 
every 10 years. Veto power should be phased out 
over the period of 15-20 years.
Solution by Ville Lättilä �The Two-layered vot-
ing process�

First, the Security Council should be open to 
all member states, effectively eliminating exclu-
sivity, regional representation and rotating seats 
by abolishing the veto right. Third, the current 
United Nations Regional Groups need to be mod-
ified: a new Middle Eastern, North African and 
Small Island Developing States groups should 
be created; Eastern-European group need to be 
eliminated. Special arrangements can be consid-
ered as well. For instance, states located in mili-

14  John E. Trent, “Modernizing the United Nations System: Civil Society’’s Role in Moving from International 
Relations to Global Governance,” Framington Hills: Barbara Budrich Publishers, 2007, p.131.
15  Gabriel M. Lentner, The UN Security Council and the International Criminal Court: The Referral Mechanism in 
Theory and Practice (Cheltenham: Edward Elgar Publishing, 2018), 187.
16  Ville Lättilä, “A New Proposal For UN Security Council Reform,” Oxford Research Group, last modified May 28, 
2019. https://www.oxfordresearchgroup.org.uk/blog/a-new-proposal-for-un-security-council-reform.

tant regional environments could be granted 
a standalone status. This way they will not be 
dominated by their regional groups. In addition, 
the P5 could be offered immunity from Security 
Council resolutions for a period of a few decades 
to make them more amenable towards reform.16

Ville Lättilä advocates for the regional groups 
a two-layered voting process where the region 
in concern and the rest of the world take sepa-
rate votes on draft resolutions. For instance, if a 
draft resolution targeted Zimbabwe, the African 
Group as a premier international actor would 
take a vote among its members and then the rest 
of the UN member states take a separate vote. 
If both votes gain 60% support, the draft reso-
lution is adopted. If either vote fails to gain 60% 
support, the draft resolution is abandoned. This 
formula is followed when the draft resolution 
concerns intrastate conflict, whereas in the cases 
of interstate conflict, there is only a single vote 
by the Council as a whole.
Solution by Darka Harnyk “5x5: Review and 
Evaluation”

The idea is to divide the process of the UNSC 
reform into stages. Each stage will be accompa-
nied with the evaluation of a new specialized de-
partment, which will be composed of indepen-
dent international think-tanks involved in the 
analysis of the UNSC decisions. Depending on 
the effectiveness of the decision-making process 
during the stage, the UNSC membership will be 
reviewed and either remain static, or will be ele-
vated to the next stage of expansion. In the case of 
good indicators of their effectiveness, this stage 
will be extended for another 5 years. During the 
first stage, veto power should be eliminated in 
order to change the “winner takes all” approach 
in the Security Council. It creates privileges for 
certain countries and contradicts the principle 
of sovereignty, which pronounces countries as 
equal in international relations.
During the second stage, the number of perma-
nent members will be expanded to 10 and the 
number of temporary members will remain the 
same (10). 5 new members will be elected on the 
basis of their financial contribution to the UN, 
their population, the ability to deal with the glob-
al crisis, and region, (unrepresented regions will 
gain an advantage). The value of each variable is 

different and turns itself into the coefficient that 
will create the formula of countries’ ability to be 
represented in the UNSC. The idea is to make 
countries compete for the place in the Security 
Council in terms of their contributions to the UN 
and their leadership capacities in the emergency 
state (like COVID-19, the role in WWII, or the 
peaceful local conflict resolution), which will be 
measured by the UN Evaluation Group (UNEG). 
The decision could be appealed by the � of all 
members of the UNSC.
The Third stage, conversely, will be character-
ized by the temporary members expansion to fif-
teen and the static number of permanent mem-
bers. The principle of choosing new temporary 
members is identical to the pre-reform one and 
implies the election by the General Assembly 
for a term of two years, according to the reso-
lution 1991 A (XVIII).17 Other stages follow the 
same pattern of “5x5/permanent x temporary”. 
In order to ensure the development and safety of 
this system, the independence of the UNSC Eval-
uation Department should be granted and the 
corresponding system of internal framework of 
checks and balances should be created. It should 
be also noted that the evaluation process need to 
be thoughtful and approved by the UNSC with 
the possibility of reviewing this strategy, amend-
ing and adapting it to new circumstances. 

Risks 

  Delegates remain state-driven, and Articles 
108 and 109 of the United Nations Charter grant 
the P5 veto over any amendments to the Charter. 
From the perspective of permanent members, 
the existing UNSC structure is legitimate: it em-
anates from the UN Charter18. Therefore, perma-
nent members will remain not interested in the 
expansion of the UN.   Apart from this, regional 
representation and parity were never the basis 
for designating the UNSC’s permanent mem-
bers, which were chosen primarily as guarantors 
of world peace. The Charter suggests that the 
candidacies of emerging powers (such as Brazil 

17   “A/RES/1991(XVIII) - E - A/RES/1991(XVIII),” United Nations General Assembly Resolution, last modified 
December 17, 1991, https://www.undocs.org/A/RES/1991(XVIII).
18   Lopez-Claros, Augusto, Arthur L. Dahl, and Maja Groff, Reforming the Central Institutions of the 
United Nations (Part II), Global Governance and the Emergence of Global Institutions for the 21st Century 
(Cambridge: Cambridge University Press, 2020), 66.
19  Kulwant Rai Gupta, Reform of the United Nations (New Delhi: Atlantic, 2006), 557.
20  Kara C. McDonald and Stewart M. Patrick, UN Security Council Enlargement and U.S. Interests (New York: 
Council of Foreign relation, 2010), 7.
21  Stephen Schlesinger, “Can the United Nations Reform?” World Policy Journal 14, no. 3 (1997): 47-52. Accessed 
June 15, 2020. www.jstor.org/stable/40209542.

or India) should be weighed not on their role as 
regional leaders, but on their ability to help safe-
guard international peace (which is question-
able).

Economic contributions to the UN of coun-
tries like Japan or Germany does not serve as 
a credible bias for permanent membership. 
There is no guarantee that after they are elect-
ed, counties will continue to donate to the UN. 
In addition, it will create the option of “buying a 
seat in the UNSC,” which also misrepresents the 
idea of the institution. As Ambassador Joseph 
Cassar wrote: “Arguments portraying economic 
strength as a criterion to justify claims to perma-
nent membership are a criterion to justify claims 
to permanent membership are hazardous. Eco-
nomic strength is neither static nor permanent.”19 
Moreover, designating new permanent members 
will not likely respond to demands for greater re-
gional representation. Indeed, opposition to the 
main aspirants (Brazil, Germany, India, and Ja-
pan) is more vigorous from their regional rivals 
(Argentina, Mexico, Italy, Pakistan, and South 
Korea).20 Some propose that each regional bloc 
should determine its permanent representative, 
but it will result in the high competitiveness and 
likely compromised candidates. The new global 
realities have a tendency to change, so the bal-
ance of powers could change dynamically. Once 
the membership of the Security Council is re-
viewed and amended, it could possibly already 
not correspond to the global realities. Addition-
ally, it results in significant world power balanc-
es shifts. As Yale scholar Jean Krasno has ob-
served, while the veto is surely not democratic, 
it keeps big players in the game, and there is no 
game without them.21

Last but not least, the relationship between 
enlargement and efficiency is not clear. The de-
cision-making process is under risk of becoming 
even more stagnated. Even with the expansion 
of UNSC members, some states will be under the 
pressure of other states, and the process will take 
more time to reach a consensus.

https://www.oxfordresearchgroup.org.uk/blog/a-new-proposal-for-un-security-council-reform
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Lately, people are choosing to migrate 
because of poor economic conditions in their 
region, including political persecution, wars, 
conflicts and natural disasters. In the nearest 
future climate change could be another reason 
to migrate. Modern migration raises a lot of 
social (tolerance, ethnic conflicts), economic 
(unemployment, growth) and political (right-
wing populism) issues. This issue is important 
for Ukraine which is facing a decline in the labor 
force and aging of the population. Ukraine is 
surrounded by plenty of authoritarian countries 
such as Belarus, Russia, Turkey, countries in 
Central Asia and the Middle East. Citizens 
of these countries could choose Ukraine as a 
country of destination because of greater respect 
for human rights and a higher demand for labor. 
Also, citizens of most of these countries will 
not face major language or cultural barriers in 
Ukraine.

Immigration to Ukraine could raise many social 
issues. 

Card, D. (1990, p. 256) demonstrated that 
immediate and high growth in the labor force 
does not cause unemployment. Moreover, it 
could cause a higher economic output growth. 
But economic output is highly dependent on the 
economic policy of the government and central 
bank. The fast growth of the labor force with the 
appropriate economic policy will cause output 
growth, but fast growth of the labor force with 
an inappropriate economic policy may cause 
unemployment growth.

Borjas (1994, p 1706) showed significant 
contributions of foreign-born populations to the 
economies. 
Kahrberg (2007, p. 277) explored the attitudes 
of natives toward immigrants. He came up 
with three factors influencing tolerance toward 

migrants: long-term political tolerance, which 
is hard to change, the economic influence of 
migration and the number of minority friends 
one has. Sola (2018, p. 29) found a positive 
correlation between the concerns about 
immigration and support for right-wing populist 
party Alternative for Germany (AfD) in Germany. 
Avdagic S, Savage L (2019, p. 19) emphasized the 
effect of framing the information about migrants 
on public opinion.

Methodology and hypothesis

H1: Migration will increase the potential 
GDP growth in Ukraine
Because of the lack of appropriate data on 
Ukraine, I am using a simple formula for 
potential output growth as labor force growth + 
productivity growth using data of 2019

H2: Immigration increases support for far-right 
political parties

Regression analysis of data from Germany, 
Austria, and Netherlands is used, where

Y is % of people supporting far-right parties 
(Alternative for Germany (AfD), Freedom party 
of Austria, Freedom party of The Netherlands in 
2014, 2016, 2018

X is % of foreign-born population in 2014, 2016, 
2018

% of people supporting far-right parties is 
according to European social survey

% of the foreign-born population is according to 
OECD Data

H3: Immigration causes a decline in interpersonal 
trust.

Abstract

The paper investigates the possible effect of massive immigration on social, political and 
economic issues in Ukraine. Using regression analysis of data from Austria, Germany, and The 
Netherlands during the last 6 years and economical models to predict the possible effects of change in 
foreign-born population on potential output, interpersonal trust, natives` opinion about the cultural 
influence of immigrants and support of right-wing populists. The research shows that immigration 
increases the potential GDP according to the economic model. However, research showed no direct 
connection between number of migrants and support for right-wing populist, natives` opinion 
about the cultural influence of immigrants or social trust. Based on the results of this study, this 
paper recommends an economic and social policy. Migration is the process of a permanent change 
in residence by an individual or group which has been natural for humans throughout history. 

Regression analysis of data from Germany, 
Austria, and the Netherlands is used, where

Y is % median of responses in European social 
survey where 0 is “You can’t be too careful about 
trust to others” and 10 is “Most people can be 
trusted” in 2014, 2016 and 2018

X is % of foreign-born population in 2014, 2016 
and 2018

Data about interpersonal trust is according to 
European social survey

% of the foreign-born population is according to 
OECD Data

H4: Immigration worsens native’s attitudes 
toward immigrants

Regression analysis of data from Germany, 
Austria, and Netherlands is used, where

Y is % median of responses in European social 
survey where 0 is “Cultural life undermined by 
immigrants” and 10 is “Cultural life enriched by 
immigrants” in 2014, 2016 and 2018

X is % of foreign-born population in 2014, 2016 
and 2018

Data on natives` opinion about the cultural 
influence of immigrants is according to European 
social survey

The percentage of the foreign-born population is 
according to OECD Data

H1: Migration will increase the potential GDP 
growth in Ukraine 

Labor force and productivity are important 
factors in economic growth. These two factors 
determine potential output in the economy – a 
medium-to-long-term level of sustainable real 
output in the economy (European central bank). 
If an economic policy is targeted to expand the 
economy while the potential output rate is low, 
it will cause an unpleasantly high inflation rate. 
Hence, high economic growth is almost not 
achievable without growth in the labor force and 
an increase in productivity (Stone, 2017, p. 3) 
According to the World Bank (2019) data, the 
labor force in Ukraine was 20 206 988 people. 
In my model with 1 000 000 migrants added to 
the labor force, it would be 21 206 988 people. 
According to the formula labor force growth + 

productivity growth, Labor force growth in 2019 
without an additional 1 000 000 of migrants was 
-1,10%; After adding 1 000 000 migrants labor 
force growth in 2019 would be 3,79% Hence, 
if the labor productivity is the same, potential 
output growth in Ukraine in 2019 with adding 1 
000 000 migrants would grow by 4,89% more, 
because labor force would grow from -1,1% to 
3,79% (3,79-(-1,1) = 4,89) and productivity is 
constant. 
Potential output growth by 4,89% does not 
imply that the GDP of Ukraine will grow by 
an additional 4,89%. It implies the Ukrainian 
government and the central bank will be able 
to implement a more expansionary fiscal and 
monetary policy without fears of a high inflation 
rate. The expansionary fiscal policy would reflect 
more government spending and fewer taxes, and 
the monetary policy would reflect a larger money 
supply. However, if the government and the 
central bank would not implement expansionary 
policy on time, it will cause unpleasantly high 
unemployment, deep crisis and social tensions 
around migration.

H2: Immigration increases the support for far-
right political parties
 Support 

for AfD 
(Germany)

Support for 
Freedom party 
of Austria

Support for The 
Freedom party (The 
Netherlands)

2014 3% 15% 13%

2016 6,9% 23% 12,8%

2018 5,8% 17,4% 7,7%

 

European social survey (2014) (2016) (2018)

 % of the foreign-
born population in 
Germany

% of the 
foreign-born 
population in 
Austria

% of the 
foreign-
born 
population 
in the 
Netherlands

2014 12,98% 16,61% 11,58%

2016 13,98% 18,31% 12,11%
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2018 16,01% 19,39% 12,97%

 OECD Data (2014) (2016) (2018)

Correlations

Correlation between support for far-right parties 
and % of foreign-born population in Germany = 
0,54680986

Correlation between support for far-right parties 
and % of foreign-born population in Austria = 
0,4200702

Correlation between support for far-right 
parties and % of foreign-born population in The 
Netherlands = -0,9064269

Regression analysis

P-value (migration & support for far-right parties 
in Germany) = 0,631684

P-value (migration & support for far-right parties 
in Austria) = 0,724011

P-value (migration & support for far-right parties 
in The Netherlands) = 0,277598

In the analysis of the data above, a positive 
correlation was observed between support for 
far-right parties and % of the foreign-born 
population in Germany and Austria. However, 
a negative correlation was observed in The 
Netherlands.

 In the regression analysis p-value of the data 
was proven as insignificant (>0,05).

Thus, the hypothesis was proved false. The 
quantity of migrants in the society is shown to 
have an insignificant influence on support of 
far-right parties in Germany, Austria, and The 
Netherlands. Hence, there are other factors 
influencing the support for far-right political 
parties such as media and political attention 

around the issue and a bad image of immigrants.

 H3: Immigration causes a decline in interpersonal 
trust.

 Median of 
answers 
about cultural 
enrichment by 
immigrants in 
Germany

Median of 
answers 
about cultural 
enrichment by 
immigrants in 
Austria

Median of 
answers 
about cultural 
enrichment by 
immigrants 
in The 
Netherlands

2014 7 5 6
2016 6 5 7

2018 6 5 7

European social survey (2014) (2016  ) (2018)

 % of the 
foreign-born 
population in 
Germany

% of the 
foreign-born 
population in 
Austria

% of the 
foreign-born 
population in the 
Netherlands

2014 12,98% 16,61% 11,58%

2016 13,98% 18,31% 12,11%

2018 16,01% 19,39% 12,97%

  OECD Data (2014) (2016) (2018)

Correlations

Correlation between the median of answers 
about interpersonal trust and % of the foreign-
born population in Germany = 0,945391169

Correlation between the median of answers 
about interpersonal trust and % of the foreign-
born population in Austria = 0,921805643

Correlation between the median of answers 
about interpersonal trust and % of foreign-born 
population in The Netherlands = 0,787788812

Regression analysis

P-value (migration & median of answers about 

interpersonal trust in Germany) = 0 0,21136

P-value (migration & median of answers about 
interpersonal trust in Austria) = 0,253428

P-value (migration & median of answers about 
interpersonal trust in The Netherlands) = 
0,422452

In the analysis of the data above, a positive 
correlation was observed between the median 
answer about interpersonal trust and the percent 
of the foreign-born population. However, during 
the regression analysis of the data, the quantity 
of foreign-born population in the society was 
shown to be insignificant in the model. Hence 
the hypothesis was disproved. The quantity of 
foreign-born population the society does not 
lower the interpersonal trust in the societies in 
Germany, Austria and The Netherlands.

H4: Immigration negatively affects native’s 
attitudes toward immigrants

 Median of 
answers 
about cultural 
enrichment by 
immigrants in 
Germany

Median of 
answers 
about cultural 
enrichment by 
immigrants in 
Austria

Median of 
answers 
about 
cultural 
enrichment 
by 
immigrants 
in The 
Netherlands

2014 7 5 6

2016 6 5 7

2018 6 5 7

 European social survey (2014) (2016) (2018)

 % of the foreign-
born population 
in Germany

% of the 
foreign-born 
population in 
Austria

% of the 
foreign-
born 
population 
in the 
Netherlands

2014 12,98% 16,61% 11,58%

2016 13,98% 18,31% 12,11%

2018 16,01% 19,39% 12,97%

 OECD Data (2014) (2016) (2018)

Correlations

Correlation between the median of answers 
about cultural enrichment by immigrants and 
% of the foreign-born population in Germany 
= -0,754966117 Correlation between median 
of answers about cultural enrichment by 
immigrants and % of foreign-born population in 
Austria = not applicableCorrelation between the 
median of answers about cultural enrichment by 
immigrants and % of the foreign-born population 
in The Netherlands = 0,787788812

Regression analysis

P-value (migration & median of answers about 
cultural enrichment by immigrants in Germany) 
= 0,455307

P-value (migration & median of answers about 
cultural enrichment by immigrants in Austria) = 
not applicable

P-value (migration & median of answers about 
cultural enrichment by immigrants in The 
Netherlands) = 0,422452

During the analysis of data positive correlation 
between variables in The Netherlands, and 
negative in Germany. During the regression 
analysis was observed as insignificant in The 
Netherlands and Germany.

Correlation and p-value analysis were not 
applicable in Austria, because indicator was the 
same in all researches. According to the analysis 
hypothesis was disproven. Immigration does 
not cause worsening of native’s attitudes toward 
immigrants
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Conclusions and recommendations

The research hypothesis about the positive 
influence of immigration on the economy were 
shown 1 000 000 person increase in the labor 
force because of immigration would increase 
potential output in Ukraine by 4,89%. However, 
the hypothesis about negative influence of 
immigration on support for far-right political 
parties was not proved as well as the hypothesis 
about negative influence of immigration on 
interpersonal trust. Concluding from the results 
of the research I would suggest advice to the 
government of Ukraine and the central bank, 
that should minimize risk and maximize the 
benefits of a more liberal migration policy.

1. In my research, I showed a positive effect 
of immigration on the economy. However, 
the Ukrainian government and National 
bank of Ukraine should track increases in 
the labor force and implement appropriate 
economic policy. There are a few kinds of 
risks. First, an inappropriate economic policy 
could be implemented because of mistakes or 
unprofessionalism in the government or central 
bank. Secondly, fiscal policy is implemented by 
elected officials which could be influenced by 
the political business cycle while a monetary 
policy which is implemented by professionals 
could result in a slower effect. Thus, a chain of 
mistakes and the political business cycles could 
create a recessionary gap in the economy possibly 
causing high unemployment. It could increase 
social tensions.

2. During the research, I showed that the quantity 
of migrants in the society has a small effect on 
the support of far-right parties. Growth of the 
support for the far-right political parties during 
the last few years gives reason to assume that 
there are other factors influencing the support 
such as media and political attention around the 
issue. Hence, the government should provide 
relevant information about migration in time. 
Such actions may secure society from spreading 
false news and rumors about immigration.

3. The research showed that interpersonal trust 
is a long-term cultural factor and it could not 
be influenced by the inflow of migration to the 
country. The research explains two social issues 
– trust and attitudes toward migrants. Further 
research on tolerance, xenophobia and other 
social issues is necessary. This research proves 

the hypothesis of Kahrberg (2007, p. 277) that 
social attitudes could be influenced only by 
education. Hence, the Ukrainian government 
should put an emphasis on education which 
would secure Ukrainian society from social 
tensions because of immigration, but the effect 
will not be immediate.
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Different regimes at various times used to take 
advantage of this situation. Some decided to use 
marginalized people as a free (read “slave”) labor 
force or as “scapegoats.” But with the beginning 
of the second half of the twentieth century, the 
situation changed. Governments began to create 
conditions for the development of systems, pro-
tecting human rights. Even with some control by 
non-government organisations (or NGO’s) the 
real power to change the situation rests solely in 
the hands of governments. Despite the improve-
ments, the level of discrimination inside society 
is still high.

The main methodological approach here is 
the constructivist institutionalism. This ap-
proach has the best theoretical background to 
thoroughly investigate the connection between 
the history of stigmatization, its influence on the 
shaping of institutions and further political at-
titudes. For example, implementing the idea of 
the equal human rights (especially in the case of 
marginalized communities) and re-thinking the 
history of those people may lead to the institu-
tional changes and, as a result, the improving of 
their daily life conditions.   
Data analysis shows the lack of information 
about migrating people in official governmental 
sources. It also showed the differences in the na-
tional legal definitions and international law that 
regulate the relationship between government 
and itinerant groups.

The recommendations are based on the prin-
ciples of human rights, declared by the UN con-
vention in 1950. The status of people from itin-
erant groups should be clarified as a citizen, 
foreigner, refugee, or migrant, and the country 
should act to amend its Constitution due to the 
given status. It is also essential to raise the ques-
tion to the International community about work-
ing on common terminology and law, to regulate 
the migratory patterns of traveling groups. Also, 
to create the governmental or non-governmental 
bodies to coordinate and control the actions of 
such migratory people if they are on the territory 
of specific states; publish only verified informa-
tion and show the real situation to illustrate the 

existing situation and the needs of itinerant peo-
ple.

Problem identification  

To outline all the complexity of the problem, 
we need to go to the sources. Even if the story 
of travelling groups has its beginning even be-
fore the Ancient times, the modern concept of 
itinerant groups and at least the term “Gypsy” 
started from the Medieval times. Since the four-
teenth century, the itinerant groups challenged 
an ordinary life order. Having a nonconformist 
spirit, they questioned the need for traditional 
norms, cultural behavior, public morals, and de-
pendence from the government. Different times 
caused different actions against or for them. 
But before the investigation, it is essential to 
find out who are these «itinerant groups» and 
how through times, the way of seeing them was 
changing. 

In the beginning of Medieval times, two crit-
ical things caused the rising number of tramps: 
wars and labor migration. Because of the wars, 
people often had received debilitating injuries, 
including lost limbs, and finding themselves 
unable to pursue their previous careers. They 
had lost jobs, houses, and families. During this 
time, they started to create groups and divide 
the responsibility to survive. Their methods of 
finding food wasn’t a legal sometimes both theft 
and against regulation, such as hunting outside 
regulated times. The novel by Victor Hugo «The 
Man Who Laughs» is a great example of describ-
ing the life of such itinerant groups. They could 
work as theater groups, sometimes stealing or 
begging. The major threat was their penchant 
for easy money. Prostitution, «magic» tricks, or 
divination created an image that vagrants are 
thuggy and sly people, which are dangerous for 
the society. A significant role was played by the 
police, which labelled all those groups as crimi-
nal by default and without exceptions. Through 
a process of labelling other itinerant groups, the 
most widespread label was «Gypsies.»

Notwithstanding the contemporary image 

Abstract

  Stigmatizing now defines our reality. Some labels were created several centuries ago and still 
continue to influence us. Itinerant groups have been the victims of this process since the fourteenth 
century. The settled community underestimates them, viewing them as parasites and criminals. 
Being labeled, people from itinerant communities met prejudice and could be discriminated in the 
number of freedoms or even rejected to use the public or private services. 

that gypsies are an ethnic group from India, it 
wasn’t understood in Medieval times. All groups 
of vagabonds were labeled like this. And all 
of them were under the law. As Leo Lucassen 
thinks, «apart from political disturbances, fear 
of the mobile poor, especially those who were la-
belled as vagrants, seems to have been one of the 
major reasons for the professionalization of the 
police in Western Europe.»[1] As more vagrant 
groups appeared, police forces increased in size. 
It was the beginning of the first mass targeted 
interference by the government into the life of 
tramps. 

In the times of industrialization, Great Britain 
was the epicenter of the non-working and poor 
caste of society. Even the existence of working 
houses couldn’t help. There wasn’t enough work 
for everyone. People started to travel with their 
families around the country or even continents 
with the desire to find jobs and a place to set-
tle in. It caused a new wave of vagrant’s groups. 
The internal migration is not a harmful process 
in its essence. But when it becomes large-scale, 
it threatens ordinary life, and the government 
needs to intervene and make hard decisions. 
For example, in Great Britain, there were soft-
er methods: They created ‘miniature welfare 
states’ and thus helped to reduce vagrancy and 
slow down migration by a system of relatively 
generous relief and the mobilization of the local 
poor for temporary labor. But these actions did 
not have the desired effect for several reasons. 
One of the major reasons was that it attracted 
migrants from other regions and raised the total 
amount of migrants beyond the capacity of the 
camps. 

In France, there were other methods. They 
had used the tramps as a free labor force for gal-
leries and other hard work. The itinerant groups 
were under control, so police sometimes raided 
them and caught the strongest for the free labor. 
To feel the spirit of those times for poor people 
I recommend watching or reading the work of 
Victor Hugo, «Les Misérables.» It described the 
desperate life of the poorest caste of society, who 
needs to work hard until the end of their lives. 
During seventeenth century over Europe, begins 
the intense stigmatization that Gypsies are not 
just traveling groups of people, but race. They 
started to believe, this race has got features, 
which are connected not only to the appearance 
but to the character at all. Mainly, this stigmati-
zation was widespread in Germany. 

But after the influence of the Enlighten-
ment ideas, the attitude to vagrant groups was 

changed. Germans were much more optimis-
tic about the possibility of turning Gypsies into 
decent citizens. This altered the conviction that 
the ‘Gypsy race’ was unruly and was afflicted by 
a hereditary inclination to wander, an idea that 
we also find in the various articles on Gypsies 
in the German police journals. In Munich, there 
was created a particular Gypsy information cen-
ter, which gathered data about the place of birth, 
professions, etc. This center showed its effective-
ness through times: if in 1905 there were only 
3350 files, in 1938 the number was increased to 
33,524. In this period appeared the separation of 
so-called Gypsies into two groups: the first group 
was perceived as an ethnic group (having similar 
appearance) and the second, as was regarded as 
parasites and their occupations serve as a cloak 
for begging, vagrancy and crime.

During the Nazi times, everything was 
changed. All «ethnic gypsies» were sent to the 
concentration camps, and others were impris-
oned, killed, or used for various medical exper-
iments. The Munich center became the main 
intelligence center to follow and deal with the 
itinerant groups. They used their connections 
and data to track and catch people. Till the 1950s, 
there were significant migration movements in 
Europe. Having no home, no passports, people 
used to cross borders with the hope of having a 
better life in another country. People would share 
their tales of misery, convincing new friends to 
take pity on them and would to stay with those, 
who gave them a roof and a little piece of under-
standing. Some good works of art to understand 
the feeling of such migrants were the novels by 
Erich Maria Remarque «The Night in Lisbon» 
and «Flotsam.» Until the United Nations Refu-
gee Convention in 1951, there was no legal status 
for such of people. 

In the second part of the twentieth century, 
the Netherlands decided to create a solution for 
the Gypsies and other vagrant groups. They de-
cided to integrate people by giving them proper 
houses, forcing them to attend schools, and pro-
pose jobs. They’ve expected success within five 
years, but the results were disappointing. Even 
after thirteen years, this didn’t succeed. As writ-
ten in the reports: «The project was doomed to 
fail because of the lack of coordination and, more 
than anything else, the nonconformist behavior 
of the Gypsies.» [1]
This long introduction was needed to show that 
all policies against or for the itinerant groups 
were unsuccessful throughout history. The im-
prisoning or penalties were cruel and didn’t 
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solve the problem with the number of vagrants. 
The controlled labor migration was raising the 
number of migrants. The analytical center was 
requalification into the Nazi’s tool for valid se-
lection. And even the most socialistic approach 
failed.

Today there are many itinerant groups, but 
there is no exact number of them. The nearest 
numbers are 21 million all over the world, espe-
cially in the whole of Europe, Great Britain, the 
Middle East, and South America.[2]  The long 
history of labeling vagrants creates intolerance 
and common prejudice. Even with the wish to 
have an ordinary life, people can’t help because 
migrants do not experience acceptance in society. 
And during the history of such a negligent atti-
tude to them, the attitudes are fully internalized 
and accept the image of themselves.  Different 
regimes at various times used to take advantage 
of this situation. Some decided to use margin-
alized people as a free labor force or as “scape-
goats.” But with the beginning of the second half 
of the twentyieth century, the situation changed. 
The governments began to create conditions for 
the development, protecting their human rights. 
Even with the control by the non-government 
organisations, the real power to change the sit-
uation falls only on governments to address. De-
spite the improvements, the level of discrimina-
tion inside the society is still high.

Methodology 

  The main methodological approach here 
is the constructivist institutionalism. This ap-
proach has the best theoretical background to 
thoroughly investigate the connection between 
the history of stigmatization, its influence on 
the shaping of institutions and further political 
attitudes. The hypothesis of this work is based 
on the matter of stigmatization. For example, 
Leo Lucassen considers that encyclopedias have 
played an essential role in spreading a particu-
lar view of Gypsies, especially among the upper 
classes. Therefore, stigmas can be developed into 
policies by governments. Not to be involved or 
acknowledge the real situation, politicians may 
make wrong decisions, which are based on wide-
spread but untrue stereotypes. 
The hypothesis is that if there is a shift of percep-
tion of the itinerant groups, there will be different 
policies and attitudes. For example, implement-
ing the idea of the equal human rights (especial-
ly in the case of marginalized communities) and 
re-thinking the history of those people may lead 

to the institutional changes and, as a result, the 
improving of their daily life conditions.   
The methodology includes the analysis and com-
paring the numbers of people who are living in-
side itinerant groups. Also, comparing the major 
definitions of these groups. And the pattern of 
laws which control and regulate their existence. 

Data Analysis 

    The first important issue that there are no 
global data about the itinerant groups. For ex-
ample, even the number of Romani groups rang-
es between two and twenty million. The last data 
about the number of Irish Travellers (Pavee) was 
updated only in 2016 and declares that there are 
around 30 thousand people in Ireland. There are 
just a few examples, which show a lack of inter-
est, control, or opportunities to investigate this 
issue. 
The main difference between the Gypsies and 
other itinerant groups is the attitude of society to 
them. Remembering the words of Leo Lucassen, 
that encyclopedia creates a view to issues; it is 
easy to compare the definitions.  
If in the other circumstances, the usage of Wiki-
pedia is ashamed, now it is essential to see what 
image of different itinerant groups is drawing 
the most popular encyclopedia in the world. 
The Irish travellers Pavee are «itinerant ethnic 
group whose members maintain a set of tradi-
tions.»[3]
Scottish travelers «have played an essential role 
in the preservation of traditional Gaelic culture. 
Travellers’ outstanding contribution to Highland 
life has been as custodians of an ancient and vital 
Gaelic singing, storytelling and folklore tradition 
of great importance.»[4]
The Yenish people «are descended from mem-
bers of the marginalized and vagrant poor class-
es of society of the early modern period, and 
emerged as a distinct group by the early 19th 
century.»[5]
The Norwegian travellers «are an ethnic minori-
ty group in Norway. They are a wandering peo-
ple who once travelled by foot, with horse-drawn 
carts and with boats along the southern and 
southwestern coastline of Norway.»[6]
The Dutch travellers «traditionally travelled 
around and practised traditional professions, 
like chair bottomers, tinsmiths, broom binders, 
traders, peddlers, artisans, etc.»[7]
The Romani people «The Romani are wide-
ly known in English by the exonym Gypsies (or 
Gipsies), which is considered by some Roma 

people to be pejorative due to its connotations of 
illegality and irregularity.»[8]

Comparing all these definitions, there are vast 
differences: some of these groups were declared 
as the shelters of traditions, some were neutral, 
and only «Romani people» has a negative con-
notation. In some circles, there is a specific term 
«antigypsyism,» which means «the specific form 
of racism towards Roma, Sinti, Travellers and 
any group who are stigmatised as ‘gypsies’ in the 
public imagination. It is historically construct-
ed and present in discriminatory structures and 
practices which have a degrading effect, produc-
ing disadvantages, segregation, and inequali-
ty.»[9]
Through the historical perspective, there was a 
long story of unacceptance of different vagrant 
groups. And in the beginning, all traveling groups 
were defined as «Gypsies,» only later this term 
means the ethnic group from India. Many laws 
restricted the conditions of such kind of groups 
and punished them. Now the situation is more 
difficult because some countries as Great Britain 
implemented the laws from the centuries before 
and have in their law system such labels as «gyp-
sies and other traveling groups.»[10] [11] 
However, the international law defines all no-
madic people as “indigenous peoples”, “tribal” or 
“minorities” to set up a minimal of human rights 
standards like the right to maintain and develop 
their culture; the right of continuing to use the 
territories to which they have traditionally access 
and of disposing of natural resources in confor-
mity to their system of life.[18] The main ques-
tion stays for the governments: are they ready to 
define nomadic people on their territories and to 
be responsible for providing them basic human 
rights? 

The European Roma Right Center is standing 
up to the fact that Romani people are discrimi-
nated in the nationals system of law. They also 
pointed out the issues of discrimination in the 
health and education systems, migration, identi-
ties, childhood, and even police relations. 
Most European countries as Hungary, Romania, 
Bosnia, and Herzegovina, Moldova experience 
the greatest amount of traveling groups, espe-
cially Roma people. To integrate them into the 
system, the governments obligate Roma children 
to get a school education and give them social 
benefits such as monetary support. But with the 
rising popularity of the right national parties, 
in the  last year there has been a declining of 
support and the development of discriminative 
projects of laws, that would divide Romani and 

non-Romani school classes. [13]
Notwithstanding the existent policies in the 

world, there is still a place for discrimination. 
The FRA report shows that the most significant 
level of non-acceptance in the EU is when Roma 
people use public or private services, such as 
administrative offices, public transport, shops, 
restaurants or bars (19 %), and when they look 
for work (16 %).[14] However, there is no data 
about what are the reasons for such kind of dis-
criminative attitudes or behavior. 

In Great Britain, there are debates about the 
laws of Gypsies and Traveling groups. One side 
is sure that «Crime is not a characteristic feature 
of any particular community,» want to raise the 
number of officially approved camps and obli-
gate traveling groups to pay for «such services as 
a waste clearance, roofing services, laying drive-
ways.»[15] Another side is sure that the gov-
ernment needs to criminalize the unapproved 
camping as it was done in Ireland.
In Bulgaria, schools offered an elective class on 
Romani folklore. In the Netherlands, through 
projects funded by the Ministry of Health, Wel-
fare and Sport, teaching materials about the 
history of Roma were provided for primary and 
secondary education levels. In the United King-
dom, schools nationwide celebrate Gypsy, Roma 
and Traveller history month in June each year, 
«promoting Gypsy, Roma and Traveller culture 
among children from different backgrounds as 
an alternative to biased opinions expressed in 
the media.» Similarly, Ireland has started con-
sultations on the possibility of including Travel-
ler culture and history in schools’ curricula.

The Financial Mechanism Committee estab-
lished by Iceland, Liechtenstein, and Norway 
had a new Programme Agreement with the gov-
ernment of Bulgaria. It envisaged a predefined 
project, «Novel approaches to generating data 
on hard-to-reach populations at risk of violation 
of their rights.» The project aims to develop in-
novative methods for generating data that poli-
cymakers and donors need to formulate practi-
cal ways to address vulnerability challenges at 
regional and local levels.[16]

Recommendations

   Each country has a unique situation with the 
numbers of traveling groups and their policies. 
The main principle should remain: everyone has 
rights to be equal in front of the law. 
So, first, it’s crucial to follow international rules 
and national acts according to the political sta-
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tus of each member of the traveling groups. The 
1951 Refugee Convention[17], the articles in na-
tional Constitutions about the rights of citizens, 
the Declaration of human rights must be steadily 
executed. 
Second, there is still no valid statistical data in 
each country about the real number of traveling 
people. There is no international coordination 
center, which may effectively deal with the Gyp-
sy, Roma, and Travelling groups issue. So the 
recommendation includes the advice to begin a 
coordinated control of the amount of such kind 
of people or groups to know their exact numbers 
and build the strategy, which may include the 
possible local services and budget spending. The 
statistics also can help for the researcher to ana-
lyze and to forecast the possible scenarios for the 
future. 
The third recommendation is to make wide-
spread the practice of having in school classes 
time to talk about the traveling culture and gyp-
sies without prejudice. 
Through the perspective of political, social, and 
historical dimensions, the hardest is to change 
the attitude of society. Political institutions here 
play a crucial role as guardians of order and as 
the creators of the discourse of today. The right 
message and practical work of institutions may 
change the situation for travelers in a better way.
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Introduction 

The world first heard about deepfake in 2017 
when Reddit, Twitter, and PornHub banned 
provocative videos that attempted to profit from 
dubbing the faces of famous people over trained 
actors. Deepfake is thus understood as media 
that takes a person in an existing video, image 
or audio recording, and replaces it with anoth-
er person using new AI technologies.1 Typical-
ly, those re-imaged in a video are celebrities or 
politicians. The program works by creating fake 
content consisting of two parts: the first is the 
created content itself and the second checks the 
content for accuracy in depicting the intended 
subject. Through complicated algorithms, the 
video keeps being improved until the part of the 
program responsible for checking accuracy can 
no longer identify that the video is fake.  
By extension, deepfake could existentially 
threaten almost any dimension of democratic 
actors because it could mutate the roles of gov-
ernments, institutions, and citizens. In so doing, 
ordinary conceptions of these roles are upended 
causing confusion, lack of confidence and re-
duced security. Within the governments-insti-
tutions-citizens matrix, citizens by default have 
the lowest opportunity to oppose and protect 
themselves from deepfake. Mostly all they can 
do is learn more about deepfake, double-check 
the information, and stop taking it from the 
doubtful sources. The vast majority of the re-
search citizens do relies ultimately on the cred-
ibility of the government, research institutions, 
and media above them. Therefore, this paper’s 
focus will be on larger systems - governments 
and institutions - since they are presently lead-
ing anti-deepfake efforts. 

Problem identification

Politicians and scientists are beginning to 
think that deepfake already poses a number of 
crucial threats to the global order - politically, 
economically, and socially. Among the problems 
is the usage of deepfake as a tool for manipu-
lating, terrorizing, disempowering, and creating 
ambiguity among citizens, governments, and 
media alike. For example, deepfake can be used 
between countries as a tool of war or espionage; 
terrorists might use deepfake videos for robber-
ies of banks or, even worse, send fake hostage 
videos to extort family members.  
1 Joseph Foley, “10 deepfake examples that ter-
rified and amused the internet,”  Creative Bloq ,   
March 23, 2020 
Deepfake, then, poses threats that could partic-
ularly affect three main actors of a functioning 
democracy: governments, institutions, and cit-
izens. In this case, the question then concerns 
who among them is responsible for solving 
confusion, security, and confidence issues that 
deepfake creates, and how must they go about 
doing so. This paper will primarily look at the 
actions of two actors - research institutions and 
government. 

Methodology and hypothesis

The paper will look at the actions of gov-
ernments and institutions of two countries - the 
United States and Canada - and examine which 
functions of money distribution, which research 
projects, and which law enforcement measures 
have the potential to be effective against deep-
fake. Where the United States has chosen to take 
practical preventive measures to fight deepfake, 
Canada is conversely developing laws that will 
address the issue of deep fake. Because so lit-
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Deepfake causes confusion and ambiguity about the roles and duties of government as well 
as institutions. This confusion of not knowing their roles and duties prevents governments and in-
stitutions from taking proper and focused actions against deepfake, which also decreases citizens’ 
confidence in them and threatens citizens’ security. This paper intends to show how deepfake might 
turn into a new digital threat and how the distribution of obligations between research institutions 
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see if they effectively serve increased legitimacy. This paper will look at two countries - the United 
States and Canada - and their ways of fighting against deepfake through the distribution of roles and 
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tle data exists in the public domain, functional 
and comparative methods will best represent the 
data available. 
Hypothesis 1: 
As a new and not fully discovered phenome-
non in the digital world and as a tool powerful 
enough to start creating second truth, deepfake 
is expected to become a new, major threat to po-
litical, social, and economic spheres . 
Data: 

- Cyberattacks made on the United States 
and Canada using well-known digital 
methods during the period of 2017-2019. 

- Statements made by politicians in the 
United States and Canada about deepfake 
being a potential threat to the domestic 
political, social and economic sphere. 

Hypothesis 2: 
Since governments fear deepfake as a national 
security threat, public institutions would be ex-
pected to put more money and effort into find-
ing preventive methods against it than research 
foundations, NGOs, or academic institutions. 
Data: 

- The amount of money spent by the gov-
ernments of the United States and Can-
ada for the research and prevention of 
deepfake. 

- The amount of money spent by research 
institutions and NGOs in the United 
States and Canada for the research and 
prevention of deepfake. 

Hypothesis 3: 
The initiation of ad-hoc projects against deep-
fake is, at the moment, a more adequate re-
sponse than the creation of criminal laws for 
prosecuting deepfake crimes. 
Data: 

- Laws passed specifically against deepfake 
in 2017-2019 in the United States and 
Canada. 

- Projects completed to prevent and in-
form about deepfake in 2017-2019 in the 
United States and Canada. 

1  Statista,  J. Clement,  Annual number of cyber incidents according to U.S. federal agencies 2006-2018,  January 17, 
2020 
2  Cybercrime in Canada,  Just the Facts,   December 2, 2019 
3  King presses top intelligence officials on threats facing the United States. Congressional Documents and 
Publications January 29, 2019 
4  Schiff, murphy and curbelo request DNI assess national security threats of «deep fakes». 
Congressional Documents and Publications September 13, 2018 

Data analysis 

Data analysis on Hypothesis 1: 
Hypothesis one states that the level of wor-
ry in both the United States and Canada keeps 
increasing as deepfake technology develops in 
part because this technology is still not fully un-
derstood.   Setting aside deepfake attacks, both 
the United States1 and Canada2 suffered from 
over 30,000 cyberattacks in 2018. These coun-
tries are rather careful about the data they share 
with the public, which makes analyzing their 
digital security situations rather difficult. (The 
data availability issue will be addressed later in 
this section.) Nevertheless, it is reasonable to 
say that deepfake technologies will increase the 
number of attacks substantially, and even if they 
do not, they are a qualitatively different threat. 
 Unlike the 30,000 more conventional cyber-
attacks that were mentioned above, politicians 
both in the United States and Canada see danger 
in deepfake attacks because other governments 
might use them against each other. US Senator 
Angus King emphasized this point in a statement 
addressed to the Intelligence Community stress-
ing the major danger of deepfake. “My concern 
[about ‘deep fake’] is it’s one thing for the Intel-
ligence Community to know this is happening, 
but if they don’t inform the people who are being 
victimized, who are being attacked in this way, 
I think that really blunts the effectiveness of the 
availability of the intelligence ….”3 he said. 
 Another move was made by House Representa-
tives Adam Schiff, Stephanie Murphy, and Carlos 
Curbelo who “sent a letter … asking the Intelli-
gence Community to assess the national security 
threats posed by ‘deepfake’ technology.”4 Their 
main concern was that, with the development 
of deepfake technologies, foreign actors can be-
come more dangerous to the US. This led the In-
telligence Committee to hold the first-ever open 
hearing on deepfakes and AI on June 13, 2019 
with the purpose of looking into further actions 
against the spread of deepfakes.5 

 One of the loudest cases of deepfake used 
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for terrorism occurred in the UK in March 2019 
when criminals faked an anonymous CEO’s 
voice telling one of the employees of his energy 
firm to transfer $243,000 to them.6 Videos of 
major American political figures such as Barack 
Obama, Donald Trump, and Nancy Pelosi creat-
ed with deepfake technologies also appeared on 
the internet.7 Even though these videos were ex-
perimental and no harm was perpetrated on ac-
count of them, these attempts aroused concern 
with the issue of deepfake among politicians who 
started making announcements to the public and 
security forces of the country. Deepfake especial-
ly affects those involved in politics as more often 
than not they are from the beginning the most 
easily targeted. 

 Politicians are concerned that adding one 
more and extremely powerful tool will only 
worsen the potential danger. Two of the main ar-
eas of worry are the danger of influence of deep-
fake on the citizens and usage of deepfake for 
manipulation or terrorism. In his statement, US 
Senator from Florida Marco Rubio indicated two 
primary dangers of deepfake. First, most of the 
population is not aware of deepfake, and second, 
deepfake weaponizes information by spreading 
it much more quickly. As a result, the impacts of 
such attacks grow rapidly compared to conven-
tional cyberattacks and simultaneously take lon-
ger for someone to identify, both of which hin-
drances cause increased damage.8  
 American politicians and the Canadian govern-
ment9 emphasize how important it is to be aware 
of possible deepfake technologies around elec-
tion time, a peak opportunity to influence citi-
zens the most. As mentioned in the introduction 
to this research, citizens are the most vulnerable 
to effects of deepfake. Creating fake videos re-
quires little learning curve, and moreover, deep-
fake tools are readily accessible. So not only can 
just about anyone create a high-quality deepfake 
video, but nearly anyone can also disseminate the 
video rapidly given the rate at which information 
goes viral. Moreover, a video’s high production 

5    House Intelligence Committee To Hold Open Hearing on Deepfakes and AI,  Press Releases, June 7, 2019 

6  Catherine Stupp, “Fraudsters Used AI to Mimic CEO’s Voice in Unusual Cybercrime Case,”  The Wall Street Journal , 
August 30, 2019 
7  Bernard Marr,  The Best (And Scariest) Examples Of AI-Enabled Deepfakes,  Forbes, Jul 22, 2019 
8  Rubio discusses threat «deepfake» technology poses to U.S. national security. Congressional Documents and 
Publications July 19, 2018 
9  B. J. Siekierski,  DeepFakes: What Can Be Done About Synthetic Audio and Video? , Library of Parliament, April 8, 
2019 
10  Deepfake Detection Challenge 
11  Stephanie Kampf, Mark Kelley, “ A  new ‘arms race’: How the U.S. military is spending millions to fight fake 

quality and mass-proliferation could easily im-
pede citizens from verifying a source’s authentic-
ity that they might otherwise “believe” to be true. 
Governments of both countries, in collaboration 
with digital institutions, have created several 
ways for citizens to become informed about and 
help the fight against deepfake. These initiative 
include examples of deepfake videos, education-
al programs, and platforms dedicated to creating 
anti-deepfake programs.10 (see more informa-
tion about the project “Deepfake Detection Chal-
lenge” in the data analysis for hypothesis 2) 
 Exact data on the amount of deepfake threats is 
not available in the public domain. The fact that 
there is not much data available to citizens about 
of deep fake attacks most likely means one of 
two things: either the predictions of politicians 
and scientists about 2020 as the “explosion year 
of deepfake” were wrong, or that governments 
have ulterior reasons not to share the infor-
mation. Ultimately, based on the facts above, 
the governments of both the United States and 
Canada take the problem of deepfake serious-
ly, without letting it slide their attention. They 
are very concerned with the threat that deep-
fake technologies might cause and are trying to 
prepare for a potential hit. As there still has not 
been a successful example of a deepfake attack 
against a government, all the case scenarios and 
possible answers of how to prevent the danger of 
deepfake are just assumptions and cannot yet be 
proven as effective.  

Since deepfake is a multivectoral threat, gov-
ernments and institutions will not only have to 
deal with the possible danger of criminals’ steal-
ing money, but they also will have to find fund-
ing for creating new anti-deepfake technologies 
and projects. This leads to the second hypothe-
sis.  
Data analysis on Hypothesis 2: 
The US Defence Advanced Research Projects 
Agency spent $68 million11 on its media foren-
sics program, and this money will be spread 
around multiple digital issues and cyberattacks. 

Given how many kinds of digital attacks might 
be made, it is reasonable to say that only a small 
percentage of the budget will be allocated to 
deepfake countermeasures. Furthermore, the 
US Congress through the Intelligence Advanced 
Research Projects Activity (IARPA) established 
a $5 million competition in which the public will 
participate in creating deepfake detection tech-
nologies.12 However, other than those two in-
stances, the US government has not given much 
financial support for new anti-deepfake re-
search and projects. Canada took an even more 
interesting approach, and instead of focusing 
financially, focused itself legislatively. Accord-
ingly, Canada is now creating laws and bills to 
prosecute against deepfake attacks13, but as for 
money, the Canadian government has chosen 
the option of being funded by international in-
stitutions and NGOs that research deepfake.  
On the other hand, both digital companies 
and universities have started announcing their 
own grants for the research and development 
of technologies against deepfake. For instance, 
Facebookand Microsoft, in partnership with ac-
ademic institutions such as Cornell Tech, MIT, 
the University of Oxford, UC Berkeley, the Uni-
versity of Maryland, College Park, and the Uni-
versity at Albany-SUNY, have offered a collec-
tive $10 million for a project called “Deepfake 
Detection Challenge,” which is meant to unite 
people all over the world in order to prevent the 
spread of deepfake on internet.14 Plenty of other 
universities and companies like the Allen Insti-
tute for AI15, DESSA, and Google16 are financing 
themselves and coming up with programs and 
technologies that should identify and unveil 
deepfake information and videos in an effort to 
eradicate this content from the internet.  
The hypothesis is refuted since the amount of 
money for research that the companies men-
tioned above have provided will be equal to or 
greater than the amount of money spent by either 
images”, CBC News, November 18, 2018 
12  Scott Maucione, “Congress charges IARPA with creating prize challenges for 5G, deepfake detection” ,  Federal News 
network, January 1, 2020 
13  B. J. Siekierski,  DeepFakes:  “What Can Be Done About Synthetic Audio and Video?”, Library of Parliament, April 
8, 2019 
14   Creating a data set and a challenge for deepfakes,  Facebook,   September 05, 2019 
15  GROVER — A State-of-the-Art Defense against Neural Fake News, Allen Institute for AI 
16  Cade Metz, “Internet Companies Prepare to Fight the ‘Deepfake’ Future” ,    The New York Times , November 25, 
2019 
17  Pablo Tseng,  Litigation and Intellectual Property Bulletin,  March 2018 
18  B. J. Siekierski,  DeepFakes: What Can Be Done About Synthetic Audio and Video? , Library of 
Parliament, April 8, 2019 
19  UPDATE: H.R.3230 - to combat the spread of disinformation through restrictions on deep-fake video alteration 
technology. Congressional Documents and Publications June 12, 2019 
20   S.2065 - Deepfake Report Act of 2019,  Senate - Homeland Security and Governmental Affairs | House - Energy 

one of governments. The $68 million provided 
by the US government was in fact supposed to 
have been divided between different areas of cy-
ber threat, while the Canadian government does 
not give any money for the research at all. It ap-
pears then that the most responsibility, weight, 
and cost was put onto research and non-profit 
institutions themselves to come up with new 
technologies.  
Data analysis on Hypothesis 3: 

The third and final hypothesis focuses on the 
impact of legislative and fiscal political decisions 
and asks whether the more effective efforts be-
long either to private institutions’ research and 
projects or to the laws passed specifically against 
deepfake. 
Both the United States and Canada have laws 
that are partially relevant to the issues of deep-
fake but cover a much broader area. For ex-
ample, Canada has laws against Copyright In-
fringement, Defamation, Violation of Privacy 
and Appropriation of Personality under which 
the violation of content by deepfake also falls.17 
However, as the Canadian government says, the 
technology is developing much quicker than the 
laws are, so at the moment, there are no laws  
per se  passed specifically against violations by 
deepfake.18 

 The situation in the United States is slight-
ly different. There are bills proposed regarding 
primarily deepfake such as the bill H.R.3230 the 
last action on which was taken on June 28, 2019, 
which is unlikely to pass as the action was taken 
too long ago.19 More promising is S.2065 - Deep-
fake Report Act of 2019 which includes measures 
against deepfake and has a better chance of be-
coming a law, as it was already passed by the 
Senate and was referred to the House Subcom-
mittee on Consumer Protection and Commerce 
on October 29, 2019.20 
Most of the US bills are concerned with the fi-
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nancial and not the criminal part of deepfake. 
This accordingly gives more freedom for crimi-
nals, as they will not have a proper punishment 
for their actions. However, individual states 
have taken another approach. Some, like Vir-
ginia, California and Texas, have already passed 
criminal laws against deepfake, but those legal 
provisions do not affect much at the moment be-
cause there have been no substantial deepfake 
threats.21 While all the projects that were de-
scribed in the paragraph above already started 
to work and detect even little deepfakes on the 
internet.  
 Therefore, for now, apps and projects against 
deepfake are more meaningful and influential 
than the laws, as they already are in action. 
 

Recommendations 

  While the topic of deepfake is very new, every 
country might be affected. Those that have not 
faced this issue might anticipate their response 
by learning from the actions of countries like the 
US or Canada. While there is still time before the 
danger becomes real there are a few things that 
governments around the world can do to prevent 
or at least lower the threat: 
 

- Economically speaking, governments 
should support existing deepfake detec-
tion efforts with funding through gov-
ernment programs, as well as create new 
grants (if possible, even international) 
to encourage development of new apps 
against deepfake. This so far is the most 
effective option, based on the analysis 
provided in this paper of the current sit-
uation with deepfake. As for the social 
part, governments should also foster 
current and create new educational pro-
grams for citizens and journalists about 
deepfake detection.  

- Projects and technologies are very effec-
tive in the short run. However, in the long 
run governments should create laws that 
are oriented specifically against deep-
fakes and later pass appropriate penal-
ties for those who attempted to use deep 
fake as a manipulation tool, so that the 
amount of attempts does not increase. 

and Commerce, 2019 
21  Matthew F. Ferraro, “Deepfake Legislation: A Nationwide Survey—State and Federal Lawmakers 
Consider Legislation to Regulate Manipulated Media”, September 25, 2019  
22  John Conwell, 2020: A year of deepfakes and deep deception, January 29, 2020 

Governments of other countries should 
attend to passing laws more quickly than 
the US and Canadian governments have 
because otherwise they will face the same 
issue that Canada has of technology de-
veloping faster than law. 

- One of the more effective tools would be 
for governments and institutions to pro-
vide the latest apps for the detection of 
deepfakes for businesses and companies, 
which ought to prevent fraud like in the 
case with the UK.  

- As for the political dimension, although 
rather abstract, governments should nei-
ther ignore the size of the potential threat 
of deepfake nor blow it out of proportion. 
Otherwise, spread of deepfake might 
spread panic among the nation. 

 
Deepfake is unpredictable topic for the world, 
and as 2020 was named by many scientists22 as 
the year of the wave of deepfake, all the actions 
taken by governments might appear to be very 
useful. 
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